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1. Introduction

[Rz 1] Over recent years, digital technologies and the Internet have become a part of our everyday
life. We also start to call ourselves the «Digital Natives» and basically we are born digitally with
our first click on touchpad and since then many of us spend almost whole their life using, sharing
and leaving more and more information, data and assets in the Internet. The «Digital Natives»
learn digitally, establish relationships digitally, work digitally, earn and spend money digitally.
Many of us are even more active in the virtual world than in real one. Nevertheless, everything
ends sooner or later and also the «Digital Natives» will pass away one day in the real world – the
question is whether and how they will pass away in the Internet.
[Rz 2] Despite the fact that the digital era is developing and technology is advancing so fast,
there have been no clear rules and frameworks developed in the area of transferability of digital
assets in case of death. The law seems not to answer the problems of digital legacy and succession
of digital assets. The legal practice, literature, legislation and jurisdiction remain silent on this
subject in many legal systems. Some of them try to create new regulations or update norms and
legal frameworks to address this challenge of modernity.
[Rz 3] Consequently, the lack of binding rules and clear interpretation leaves over 75% of inhabitants
of the EU1, who are regularly using the Internet, without any legal measures to transfer or pass to
heirs their digital assets in case of death. Such legislation gap does not generate only the uncertainty
and confusion among the «Digital Natives» and is a threat for the security and privacy in the
Internet, but it also opens the space for internal regulations of different service providers as well as
other non-legal developments. Still, increasing number of the Internet users shows the importance
of developing such regulations and their necessity. The wish is father to the thought, and currently
the solution to the problem of succession of digital assets is developing from the bottom up. Such
approach may impact the users in the positive way, although one must bear in mind that most
of the digital assets which are in possession of the «Digital Natives» are provided, organized and
managed by service providers – private companies, mostly international. Clearly, for the digital
intermediaries and service providers it is favourable to avoid such difficult and complex issues.
Nevertheless, some of them filled in the legislation gap with their own rules enforced in Terms and

1 See Eurostat, Individuals regularly using the Internet (last update: 30 July 2015) available at http://ec.
europa.eu/eurostat/tgm/table.do?tab=table&plugin=1&language=en&pcode=tin00091 (all Internet sources
last accessed in July 2015).
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Conditions (T&C) or End Users Licence Agreement (EULA) documents, others just ignore the
problem.
[Rz 4] In this paper the author will try to answer the question what happens to digital assets after
the death of their users from the contractual law perspective. It will be also an attempt to examine
the selected contracts concluded between the user and the service provider. The author will present
legal understanding and give a broad overview of a contractual perspective on succession of digital
assets.
[Rz 5] In the European Union’s legal system the succession and the private law are still the Member
States’ privilege. It means that the succession regulations might be different in each Member State
and there is no harmonization in the area of substantive law. Nevertheless, in some countries like
the UK or Germany, the discussion about transferability of digital assets has begun. In Germany
for instance, the German Bar Association (Deutscher Anwaltverein) prepared the opinion and
proposition of changes in German law, which should adopt it to the characteristics of the digital
era in the context of the digital succession2. It should be noted that the regulations concerning
the transferability of digital assets in case of death may be found in the United States.

2. Regulation of digital assets’ transferability by contract

2.1. General overview

[Rz 6] To analyse the transferability of digital assets in case of death, it is important to emphasize
that many of digital assets, or even all of them, are distributed and provided by digital intermedia-
ries or service providers3. Physical copy of a book or a CD with music are tangible goods, therefore
after the sale contract is concluded, the money paid and the subject delivered, the ownership of
the subject is transferred to the buyer and the seller has no more influence on this item. Therefore,
the buyer as the owner is allowed to dispose of the property as the owner wishes. Digital assets are
something that makes these circumstances different. Noting the nature of digital assets, digital as-
sets are intangible and are provided or stored on servers owned by service providers. Consequently,
according to Edwards, «many important digital assets are controlled, both practically and legally,
by digital intermediaries – companies such as Google, Facebook, eBay, Twitter, Vimeo, Tumblr,
Yahoo! Mail, Hotmail, Blizzard, etc.»4 The relationship between the user and the service provider
is based on and regulated by a contract, called Terms & Conditions (T&C) or End User License
Agreement (EULA). A user who wants to start using digital assets i.a. purchases a new song on
iTunes, uses an e-mail account provided by Google, creates a Facebook profile or stores data at
Dropbox, firstly is obliged to read and accept such a contract. In practice, many users do not
read this document or sometimes are not fully aware of its existence, nevertheless they are legally
binding and in many cases have a significant impact on the possibility to transfer digital assets.
[Rz 7] Some T&C regulate in detail the situation of digital assets in case of user’s death, other

2 See Deutscher Anwaltsverein, Stellungnahme des Deutschen Anwaltsvereins durch die Ausschüsse Erbrecht,
Informationsrecht und Verfassungsrecht zum Digitalen Nachlass, Stellungnahme Nr. 34/2013, Berlin, June,
(2013).

3 See Edwards/Harabinja, Protecting Post-mortem Privacy: Reconsidering the Privacy Interests of the De-
ceased in a Digital World, Cardozo Arts & Entertainment Law Journal, Volume 32, Number 1, (2013).

4 Id.
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ignore this problem. It also happens that even if the rules regarding the transferability of digital
assets may be found in the T&C or EULA, they may be inconsistent with the applicable law,
thus invalid on this ground. Such situation is common especially in case of service providers, who
are originally seated in the countries with legal systems based on common and equity law, and
also introduce their service regulations based on completely different civil law systems without
providing any changes in their contracts.
[Rz 8] Below, the author tends to present and analyse general principles of the contract law, then
some selected T&C and EULA of the most popular service providers, their practical aspects and
regulations, focusing on impact of these documents on the succession of digital assets.

2.2. Contract law

[Rz 9] The Members States of the EU have already harmonised many areas of law, however in the
area of private law, i.a. civil law, there is no harmonization in Europe and still various law systems
and regulations exist. Some of them try to harmonise the substantive private law and creation the
European Civil Code has been initiated, but all of these initiatives have failed. Nevertheless, in
the area of contract law, the proposal for a Regulation on a Common European Sales Law (CESL)
was presented5 and due to its scope and lack of interference with national-level regulations it is
attracting more and more supporters. However, the legislation procedure for this document is still
pending. It is important to mention that according to the recital 17 and art. 5 of the CESL, it
is to be applicable also for digital assets. The CESL acknowledges the increasing importance of
the digital economy and covers contracts for the supply of digital content (i.a. «storage, processing
or access, and repeated use, such as a music download»)6. Additionally, the CESL should be
applicable not only for digital assets which are purchased in exchange for a price, but also to
services «involving a non-monetary consideration such as giving access to personal data or free
of charge in the context of a marketing strategy (…)»7. Such broad application scope seems to be
recognition and transposition of the U.S. approach, according to which the users are paying for
the services such as Facebook or Gmail not with money but with their own data.
[Rz 10] The CESL was approved, with some minor amendments, by the European Parliament on
26th February 20148 and achieved partial agreement in the Commission on the 20th May 20149.
It is a truly necessary and good step for the harmonisation of contract law, however this regula-
tion, unfortunately, does not introduce any changes in the field of inheritance of the deceased’s
contractual obligation and transferability of digital assets in case of death. If any legal questions
occur, it is necessary to apply the national contract and succession law to the T&C used by service

5 See Proposal for a Regulation of the European Parliament and of the Council on a Common European Sales
Law (COM/2011/0635 final – 2011/0284 (COD), 11 October 2011).

6 Id., Recital 17, Art. 5 (b).
7 Id., Recital 18.
8 See European Parliament legislative resolution of 26 February 2014 on the proposal for a regulation of

the European Parliament and of the Council on a Common European Sales Law (COM(2011)0635 – C7-
0329/2011 – 2011/0284(COD)) available at http://www.europarl.europa.eu/sides/getDoc.do;jsessionid=
EDCB7D0AD9BAFBA81A34B3032AE6196F.node1?pubRef=-//EP//TEXT%20TA%20P7-TA-2014-
0159%200%20DOC%20XML%20V0//en.

9 See Euro-lex, Procedure 2011/0284/COD, available at http://eur-lex.europa.eu/legal-
content/en/HIS/?uri=CELEX:52011PC0635#1213756.
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providers, as well as to the transferability of such contracts.
[Rz 11] In Poland, according to the art. 922§1 of the Polish Civil Code (KC)10, the property rights
and obligations («prawa i obowiązki majątkowe») of the deceased pass on heirs at the moment of
death. Based on this provision, contractual obligations are included in the inheritance and heirs
have to fulfil them. On the other hand, it also means that the second party needs to act and fulfil
the obligations to heirs. Some exceptions to this general rule are enumerated in the Civil Code11 or
other acts12 and apply mainly to contractual obligations related directly to the deceased person. It
is not possible to classify contracts with service providers as a strongly related to a person, because
the contract as such is always a standard one, the T&C are the same for all users, the service is not
personalized and service provider does not verify in any way the integrity of party i.a. its personal
data or cash flow.
[Rz 12] Consequently, in Poland the rights and obligations arising from contracts related to digital
assets pass on heirs. According to this general rules, it may be arguable whether, after the death
of user, service provider is still obliged to act and provide its services to heirs. Nevertheless, there
has not been any case in Poland that required application of these rules to digital assets, and there
is no binding court decision in this field to become a reference in this place.
[Rz 13] In German legal system, the same rules are applicable to the contracts made by the
deceased via the Internet and the inheritance of rights and obligations resulting from contracts.
All deceased’s obligations regarding e-commerce, namely the buy or sale contracts concluded via
Internet, are binding, and heirs are obliged to finalize the transaction and pay for the goods ordered
by the deceased before the death or to ship goods sold by the deceased.
[Rz 14] Other issue connected to this problem is whether the inheritance of the contractual obli-
gations have been regulated otherwise by parties in the text of contract. In many cases parties,
like service providers or telecommunication companies, add to their contracts additional provisions
terminating the contract in case of user’s death. In such a situation the will of parties will be the
reason whether the contract would be terminated or not.
[Rz 15] Similarly to Poland, according to the German Civil Code (BGB), the contractual obliga-
tions («schuldrechtliche Positionen») of the deceased after the death are part of the inheritance.
It means that the rights and the obligations pass on the heirs. The exception from this rule is for
instance: according to the sec. 473 of the BGB – the right of pre-emption («Vorkaufsrecht»)13,
according to the sec. 520 of the BGB – the promise of the annuity («Versprechen zu einer wie-
derkehrenden Leistung»)14, according to sec. 1583, 1615 of the BGB – the maintenance claims
(«Unterhaltsansprüche»)15 and according to the sec. 613, 673, 675 of the BGB – some of the ser-
vice contract in the situation when the deceased was obliged to realize the service in person. To
sum up, the contractual obligations in Germany are transferable in case of death of one party,
except cases listed in the BGB, which states that the obligation or its result are directly related to
the deceased16.

10 See Polish Civil Code (Dz.U 1964, Nr 16, poz. 93, as amendment).
11 See Polish Civil Code (Dz.U 1964, Nr 16, poz. 93, as amendment), art. 748.
12 See Polish Labour Code (Dz.U. 1974 nr 24 poz. 141, as amendment), art. 631¹.
13 See German Civil Code, sec. 473.
14 Id., sec. 520.
15 Id., sec. 1583, 1615.
16 See Herzog in: Deutscher Anwaltverein, Stellungnahme des Deutschen Anwaltvereins durch die Ausschüs-
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[Rz 16] In this context Herzog distinguishes two types of contractual obligations, which per analogy
are relevant to the succession of digital assets – one is giro account contract («Giroverhältnisse»),
another one is tenancy agreement («Mietvertrag»)17.
[Rz 17] Contractual obligation related to giro account contract and bank services are regulated in
the sec. 675c and following of the BGB. Heirs take the contractual obligation with a bank and
inherit all financial resources of the deceased, nevertheless according to the decision of the Federal
Court of Justice (BGH), if heirs want to use the deceased’s account not only for the purpose of the
realisation of the legacy, but later for their own purpose as well, they have to sign a new contract
with the bank on their own behalf18. To sum up, in this type of contractual obligation, the content
of the account (financial resources) is transferable and becomes the part of inheritance. However,
the further usage of this particular account is possible only by creating a new contract with the
bank, which will confirm the contractual liability and the awareness of the terms and conditions
of the contract by the heir19. The giro account concept, per analogy, may be used to e-mail
accounts20 and basically to all digital assets. Bearing that in mind, the content of the account
should be transferable in case of death. The heirs should have the possibility to inherit e-mails,
pictures, e-books or digital music of the deceased stored on the service provider’s accounts and use
the account of the deceased person to download or transfer digital assets to their own account(s).
After transferring the account content, the contract with the service provider would be terminated
and the account closed or/and deleted. If the account has commercial value and was used for the
commercial purposes, heirs should have the possibility to conclude a new contract with the service
provider for this account on their own behalf and then still use it. However, in case of the giro
account and the financial resources left in the bank account there is no privacy and data protection
issue, which may often arise in case of digital assets.
[Rz 18] The second type of contract by Herzog, which may have impact on the transferability of
digital assets, is a lease agreement. The general rule says, that after the death of a lessee, the
lessor is still obliged to make the subject of the lease available to heirs. However, according to the
sec. 580 BGB, heirs and the lessor are entitled to terminate the lease contract for cause, with the
statutory notice period within a month from obtaining information about the death of the lessee21.
This regulation applies to all the situation except for the lease agreement of the residential space
(«Wohnraummietverhältnis»). According to Herzog, some contractual obligations related to digital
assets from its legal nature might be, per analogy, classified as a lease agreement, and it would
be possible to argue that, for instance, using the Cloud or purchasing e-books might be similar
to the lease agreement. Following this argumentation, the rules regarding the succession of lease
agreements should be applicable to digital assets and, as a result, the service provider should be
obliged to provide heirs with digital assets of the deceased.
[Rz 19] Additionally, it is also important to mention here, that in most legal systems, according
to the general civil law rules, the contracts as such are transferable. It is possible to transfer inter

se Erbrecht, Informationsrecht und Verfassungsrecht zum Digitalen Nachlass, Stellungnahme Nr.: 34/2013,
(2013).

17 Id.
18 See BGH, NJW 1996, 190; BGH, NJW 2000, 1258.
19 See Herzog, in: Deutscher Anwaltverein, supra note 34.
20 See Herzog, Der digitale Nachlass – ein bisher kaum gesehen und häufig missverstandenes Problem, NJW

2013, 3745, (2013).
21 See German Civil Code, sec. 580.
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vivos the rights and obligations which arise from a contract to someone else (cession)22. Therefore,
in compliance with the succession law, the rights and obligations regarding to the Internet activity
of the deceased would be transferable.
[Rz 20] Martini presented an interesting observation regarding contracts23. According to him, the
exception from the transferability of contractual obligations as part of universal succession is sec.
399 (1) BGB, which says, that «a claim may not be assigned if the performance cannot be made to a
person other than the original oblige without a change of its content or if the assignment is excluded
by agreement with the obligor»24. This provision shows, that some contractual obligation, depending
on their content, need to be specially protected and cannot be transferred or inherited25. However,
Martini continues with the opinion that obligations connected to digital assets, i.a. contract for
providing e-mail account, cannot be included in this group of obligations. Service providers are
generally not interested in a user as a person, even do not verify personal data of users, so the
obligation does not have a personal character.26 Such argumentation supports the prior conclusion
that, according to the Polish and German law, the rights and obligations regarding Internet services
are transferable and may be inherited. Consequently, the service provider is obliged to perform,
fulfil the obligation and make the access and other data available to heirs27.

2.3. Service Provider’s specific approach

2.3.1. Facebook

[Rz 21] Indisputably, the most popular social network website nowadays is Facebook. According to
the official statistics from 30 June 2015, Facebook worldwide has 1.49 billion active users monthly28.
However, more than three of them die every minute29. Only in Switzerland, the mortality rate of
Facebook users in 2012 reached nine persons per day30.
[Rz 22] To analyse the contract which user signs with Facebook during the registration process, in
the context of transferability of account in case of death, it is necessary to make reference to sec.
4.9 of Facebook’s Statement of Rights and Responsibilities («Statement of Rights»). This section
clearly states that the user is not allowed to transfer the account (any page or application as well)
to anyone without prior written permission from Facebook.31 Such a regulation is also confirmed
in the sec. 18.6, which forbids to «transfer any of your rights or obligations under this Statement to
anyone else without our consent». Moreover, the so-called real name requirement and sec. 4.1. of

22 See Polish Civil Code, art. 509; as well as German Civil Code, sec. 398.
23 See Martini, Der digitale Nachlass und die Herausforderung postmortalen Persönlichkeitsschutzes im Inter-

net, JZ 23/2012, (2012).
24 See German Civil Code, sec. 399 (1).
25 See Martini, Der digitale Nachlass, supra note 23.
26 Id.
27 Id.
28 See Facebook Newsroom, Company info: Statistics, available at http://newsroom.fb.com/company-info/.
29 See Brucker-Kley/Keller/Kurtz/Pärli/Schweizer/Studer, Sterben und Erben in der digitalen Welt.

Von der Tabuisierung zur Sensibilisierung. Crossing Borders., ZHAW School of Management and Law,
(2013).

30 Id.
31 See Facebook, Statement of Rights and Responsibilities, available at https://www.facebook.com/legal/terms.
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the Statement of Rights, forbidding to provide any false personal information or create an account
for anyone else without permission, practically excludes the possibility of transferring the personal
account. Such transfer would be classified by Facebook as the material breach of the contract.
According to the Statement of Rights, sec. 4.8, the user is not allowed to share the password to the
account, let anyone else access the account, or do anything else that might jeopardize the security
of the account32. This regulation prevents the users from making their access data available to
others, thus it restricts the possibility to transfer the account in case of death. In practice, it
eliminates the possibility to write down the access data to Facebook account in the last will, to
give it to a trustee or to use a popular legacy website. Again, such actions would be classified as
the material breach of the contract and may lead to termination of the contract by Facebook33.
Moreover, Facebook stated clearly in few places, that «to protect the privacy of people on Facebook,
we cannot provide anyone with login information for accounts»34.
[Rz 23] To sum up, according to the T&C, there is no possibility to transfer the Facebook account
to someone else or to receive the login information to the account. The open questions are: firstly, is
such regulation valid or should be treated after the death of the user as null and void? Secondly, how
such a contract should be classified after the death of Facebook’s user and should it be recognized
as personal obligation to the user which expire after his/her death?
[Rz 24] It needs to be stated that according to the European civil law principles, which has been
discussed above based on the Polish and German civil law example, there is no legal difference be-
tween each and every random contract for services and Facebook’s T&C. It leads to the conclusion
that T&C (and as a result also Facebook account), should be transferable and should be a part
of deceased’s heritage. Moreover, the legal exception related to the personal obligation does not
apply in this situation. Obviously, the data stored and shared on user’s account do have personal
character and are personal data, but the contractual obligation as such is a standard, non-personal
one and does not fulfil the civil law requirements for a personal obligation.
[Rz 25] Despite the fact, that T&C of Facebook does not comply with civil law frameworks, the
service provider is trying to develop a non-legal procedure which will be an answer to the user’s
request related to the succession of digital assets. Therefore, Facebook offers its users two solutions
in case of death of their relatives or friends. The Facebook account may be either (1) memorialized
or (2) permanently deleted.35 Since February 2015 in the U.S., the users can also choose in advance
what should happen to their account after they die, as well as they are able to appoint so-called
legacy contact. We will see whether mentioned above solutions will be available for the users in
other countries, especially in the EU.
[Rz 26] The memorialization means that the timeline of the deceased would be kept on Facebook,
but the access to some features is limited36. To memorialize an account, the member of the family
or a friend of the deceased has to send a Special Request for Deceased Person’s Account with a
proof of death document enclosed. In practice memorialization means that to the person’s name on

32 See Facebook, supra note 49.
33 See Facebook, supra note 49, sec. 14.
34 See Facebook, Special Request for Deceased Person’s Account, available at https://www.facebook.com/help/

contact/228813257197480.
35 See Facebook, Memorialized Accounts, available at https://www.facebook.com/help/www/

1506822589577997/.
36 Id.
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the profile will be added the word «Remembering», friends will be allowed to share memories about
the deceased on the timeline, content shared by the deceased will stay on Facebook and it would be
still visible to others according to the privacy settings, the memorialized timeline would not appear
in the suggestion for «People You May Know» or birthday reminders, no one will be able to log
into the account, and finally groups with an admin whose account was memorialized will be able
to select new admins37. The concept of Facebook account memorialization may have a positive
impact on solving the problems of transferability of digital assets, especially as a solution of safety
problems associated with so-called «zombie profiles» and abandonment of social media accounts.
However, Facebook is claiming, that even after the memorialization of the account, anyone may
send a private message to the deceased person. Such a feature is unreasonable in the situation
when no one has access to the account and it may jeopardise the security of the profile. The
only justification for such a feature might be probably found by psychologists in the context of
virtual mourning38. Besides that, the legacy contact, if appointed, is able to change the person’s
profile picture and cover photo, write a pinned post on the timetable and respond to new friend
requests39. Currently, legacy contact is available only in the U.S. and refer to the person appointed
in advance by user to manage the account after it was memorialized. The legacy contact may
be appointed only from the Facebook’s friend and beside options mentioned already above, the
legacy contact is allowed to download a copy of data shared on Facebook. Facebook claims that
the legacy contact will get access to photos and videos uploaded by the deceased, his/her wall
posts, profile and contact info, events and friend list, but will not receive messages, clicked ads,
pokes, security and settings information and photos automatically synced but not posted. Such
data may be provided only additionally by Facebook «in response to a valid will or other legal
consent document expressing clear consent»40. Nevertheless, the legacy contact cannot log into the
deceased’s account, remove or change any past posts and photos, read the messages sent to other
friends by the deceased and remove the friends. Moreover, the legacy contact must be an adult (18
years old or older). At the time being, Facebook is testing the legacy contact concept and reserves
the right to add some additional capabilities for legacy contacts in the future or to introduce it
in other countries. The legacy contact concept could be compared to legal instrument of a trustee
or executor. One can observe that it is a non-legal construction and is not regulated in any legal
act in the EU or the U.S., therefore its enforcement may lead to questions and dilemmas. It would
be ineffective, legally non-binding in many countries and based only on the internal procedures of
service providers. To sum up, it is a good example of self-regulation and an attempt to solve the
problem of succession of digital assets, but without the public bodies’ supervision and clear legal
framework it is insufficient.
[Rz 27] The second possibility to manage the account of the deceased is to completely remove the
account from Facebook. A request for a deceased person’s account removal can be sent by a family
member and needs to include one of the following documents: death certificate, court document
confirming power of attorney, birth certificate or last will and testament41. In this scenario the

37 Id.
38 See McEwen/Scheaffer, Virtual Mourning and Memory Construction on Facebook: Here Are the Terms of

Use, Bulletin of Science Technology & Society, vol. 33(3-4), 64–75, (2013).
39 Id.
40 Id.
41 Id.
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whole account of the deceased, as well as all content associated with it, is to be deleted. However,
according to the Statement of Rights, if such content was shared with someone else and this person
has not deleted it, the shared content is going to be still accessible. Facebook also makes it clear
that removing all backup copies may persist long time.
[Rz 28] Facebook admits in its’ help section, that in rare cases the content of the account may be
made available to the person who provide the proof that he/she is an authorized representative of
the deceased and/or uses an appropriate court order. Nevertheless Facebook does not guarantee
that such person would be provided with the account’s content.
[Rz 29] To conclude, the analysis of user’s contract with Facebook leads to extraordinary findings.
Firstly, despite the fact that Facebook is one of the service providers providing the most compre-
hensive system regarding the succession of digital assets, there are still some more features missing.
For example, there are controversies and procedural gaps regarding transferability of the business
accounts (groups as well as pages). Secondly, from the civil law perspective, a lot of procedures,
definitions and explanation related to memorialization, request to remove the deceased’s account
and legacy contact are not in compliance with the civil law principles and are not included in the
Statement of Rights. As noted above, they are regulated only in the FAQ section and on help desk
website which is confusing to users, and, furthermore, cannot be treated in the civil law systems as
a part of the binding contract. Consequently, such regulations and procedures should be treated
as null and void.

2.3.2. Google

[Rz 30] Google represents an interesting and innovative approach to management of accounts of
the deceased. A user, during the registration process, accepts the Google’s Terms of Service42 and
the Privacy Policy43. Those two documents are the legal basis for the relationship between Google
and the user, they should contain all rights and obligations of the parties. However, it is crucial
to mention that both of them are rather fragmentary regulation, especially in the context of a full
range of different products and services provided by Google.
[Rz 31] The analysis of the Terms of Service shows that there is no provision regarding the succession
of the account or data. However, Google states that «what belongs to you stays yours»44, namely the
user retains ownership of any intellectual property rights to the content which has been uploaded,
submitted, stored or received on Google’s servers.
[Rz 32] Since 2013, Gmail users can use a special tool provided by Google, called the Inactive
Account Manager. This tool makes it possible for users to share their account data with anyone
else in the situation if their account(s) is/are not active for a certain period of time45. It might
be seen as Google’s attempt to solve the problem of the succession of digital assets. The Inactive
Account Manager allows to appoint a trusted person who is to receive the user’s data, choose data

42 See Google Terms of Service (last modified: 14 April 2014) available at http://www.google.com/intl/en-GB/
policies/terms/.

43 See Google Privacy Policy (last modified: 30 June 2015) available at http://www.google.com/intl/en/
policies/privacy/.

44 See Google, supra note 63.
45 See Google, About Inactive Account Manager, available at

https://support.google.com/accounts/answer/3036546.
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to be transferred and a period of time and deadline for this to happen. The user can alternatively
decide that all data should be deleted.
[Rz 33] The Inactive Account Manager is available at Google account settings and provides some
special security measures and verification procedure, which ensure the security of the data. To
activate this tool, the user should add a mobile phone number for the verification purposes and
choose a timeout period for the account (between 3 and 18 months). At this moment also, the
user sets an auto-response to be sent automatically to all incoming messages after inactivating the
account. Then the user adds up to 10 trusted persons to be notified by Google that the account
is inactive, there is going to be also information about who the data could be shared with or that
Google can be requested to delete the account and all data associated with it. According to Google,
the Inactive Account Manager applies not only for Gmail but for all services provided by Google.
Consequently, the user can use it to manage other digital assets, for example data stored on Google
Drive, pictures in Picasa Web Albums, movies on YouTube or blogs created using Blogger, etc.
[Rz 34] Trustees receive an e-mail from Google, after deactivating the account of the user who
appointed them as trustees, with the information that the user has not been logged for a certain
period of time and with instructions if, how and which data can be downloaded by them46. The
identity of trustees is verified by Google via SMS or voice call. It is important to emphasize, that
the trustees may only download the data shared by the user, but they cannot log in to the user’s
account or start using services provided by Google to the user. Consequently, for instance, trustees
can download posts from the user’s blog but cannot write a new one or manage and develop
such a blog. In this context, the application of the giro account concept would be a very good
solution in this case, meaning that heirs should have the possibility to conclude a new contract
with Google on their own behalf to further use the deceased’s account, or at least account’s address.
It is especially important for keeping active email addresses used for certain purposes, YouTube
channels or Blogger accounts because their deactivation may lead to significant decrease of viewers
and visibility indicators and is directly connected to profit, thus it implies economic value.
[Rz 35] Assuming that a Gmail user or other Google services user did not activate the Inactive
Account Manager before the death, or/and did not choose a trustee, or/and the trustee is not the
same person as the heir – formally, in special cases, heirs can still try to get the access to data stored
on the Google’s servers. According to the information placed in Support section of the service, «in
rare cases Google may be able to provide the account content to an authorized representative of
the deceased user.»47 However, Google emphasized that privacy protection of users is a priority
for them and any decision about granting access to digital data of the deceased users is made
after a long verification process. Such a process consists of two stages. First, heirs are supposed
to send to Google a special request form with information such as: full name, address, e-mail
address, photocopy of government-issued ID or driver’s license (certificated and notarized English
translation), Gmail address or Google username of the deceased user, the death certificate of the
deceased user (certificated and notarized English translation). After positive verification of the
request, Google informs heirs whether it would be possible to gain access to the data and informs
also about any further steps and requirements. Google states that «Part 2 [of the verification

46 See Google, Inactive Account Manager for trusted contacts, available at https://support.google.com/
accounts/answer/3036514?hl=en&ref_topic=3075532.

47 See Google, Accessing a deceased person’s account, available at https://support.google.com/accounts/
answer/2842525?hl=en&ref_topic=3075532.
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process] will require the heirs to get additional legal process including an order from a U.S. court
and/or submitting additional materials.»48

[Rz 36] Google introduce also a possibility to submit a request for funds from a deceased user’s
account (e.g. AdSense, Wallet). In such case additionally, the heirs need to provide also court-
certified letters testamentary and certify that this person is a sole authorized recipient of such
funds.
[Rz 37] To conclude, Google currently has one of the most innovative solutions that would be useful
to ensure possibility of the transferability of digital assets in case of death. However, this solution
is obviously based on freedom of testation, because if the deceased user would not use the Inactive
Account Manager before the death, there is almost completely no possibility to access the data.
It should be also clearly highlighted that the solution presented by Google, namely the Inactive
Account Manager, is only a technical feature within accounts, not a legally binding procedure.
Additionally, it is also not regulated in the contract between user and this service provider, then
access to Gmail e-mails may be sometimes provided on the basis of national law, without using
the Inactive Account Manager.

2.3.3. Yahoo!

[Rz 38] A very different approach is represented the second leader in the area of e-mails – Yahoo!.
Yahoo! closed the possibility of transferring digital assets and getting access to e-mails of the
deceased. According to the Section 28 of Yahoo! Terms of Service, there is no right of survivorship
and no transferability. The user creating the account agrees that «Yahoo account is non-transferable
and any rights to Yahoo ID or contents within the account terminate upon the death.»49 Yahoo!
informed also that after receipt of the request to close the account with the copy of a document
appointing the requesting party as the personal representative or executor of the estate, as well as
the copy of the death certificate, Yahoo! terminates the account and permanently deletes all its
content.50 It is also emphasized clearly in the Yahoo! Account Help51, which introduces only the
request procedure for closing the account of the deceased person. To close the account, heirs need
to submit to Yahoo!’s Legal Department a letter containing the request and the Yahoo! ID of the
deceased, a copy of the document appointing the requesting party as the personal representative
or executor of the estate of the deceased and a copy of the death certificate of the Yahoo! account
holder.
[Rz 39] Despite the fact that Yahoo! does not allow any form of transferability in case of death,
it is, at least, one of a very few service providers who, in the contract, regulates the situation
of digital assets in case of death of their users. Nevertheless, it may be disputable whether such
a provision is legally binding. The problem here is a potential conflict between the contractual
obligations and the succession law.
[Rz 40] In this context, it is impossible to ignore the famous U.S. case of John Ellsworth52. John

48 Id.
49 See Yahoo!, Terms of Service (last updated: 16 March 2012), available at: https://info.yahoo.com/legal/us/

yahoo/utos/en-us/.
50 Id.
51 See Yahoo!, Options available when a Yahoo Account owner passes away available at
52 See Ellsworth Case, In re Ellsworth, No 2005-296, 651-DE (Mich. Prob. Ct. 2005).
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Ellsworth was a marine who died in Iraq in 2004. After his death, his parents tried to get the access
to the e-mail account of John and download all his e-mails for the purpose of creation a memorial.53

The service provider, Yahoo!, claimed that they cannot give the access data to John’s account to
his parents because of privacy policy and the contract which has been made with John, according
to which, the account is non-transferable and there is no right of survivorship. The Ellsworth’s
family was arguing that the Yahoo! account is similar to a deposit box, which, according to the
Michigan law54, may be opened after the death of its user and the content is inheritable by the
heirs55. Comparing e-mail account to a deposit box is similar to, mentioned already, giro account
concept in Germany. However, the real legal question in this case is not only a question about the
possibility to gain access to e-mails of the deceased. It is related to ownership of e-mails, users and
their rights protection, hierarchy of legal norms and compliance of T&C or EULA to imperative
regulations of law. The Court decided that Yahoo! has to provide the family with copies of the
e-mail content on the CD, as well as in hard copy. Nevertheless, the non-transferable provisions of
the contract were kept binding and Yahoo! as service provider was not obliged to provide access
data such as the login and the password.56 The Court was really careful, the decision has not been
published at all, even thought it was the first decision regarding these issues, it has not established
a precedence.57 Outside the scope of the decision, the Court posed privacy and data protection
dilemma. It could be result of different legal and cultural approach in the U.S. and the EU in this
area. Edwards rightly stated that «the privacy interests of the deceased might not be co-existent
with the desires of the surviving family in all cases, might not align with the interests of all members
of that family, or might not be known at all, necessitating further investigation before disclosure of
confidential material.»58

3. Developments concerning transferability of digital assets

3.1. Non-legal developments in the European Union

[Rz 41] The online world is developing faster than legal regulations and systems. Due to the nature
of law and legislation process, at least in Europe, the law cannot adapt that fast to the changing
environment and especially new technologies and hi-tech inventions. Therefore the Internet users
and Service Providers are trying to fill this legal gap and they are developing other solutions and
non-legal practices.
[Rz 42] From the practical point of view, users sometimes have the possibility to choose what would
happen to their assets. The actions taken by users to secure, or at least to decide on their own
what would happen with their digital assets in case of death would be of great help to heirs, or

53 See Darrow/Ferrera, Who Owns a Decedent’s E-mails: Inheritable Probate Assets or Property of the Net-
work?, 10 NYU Journal of Legislation & Public Policy 281, (2007).

54 See Michigan Estates and Protected Individuals Code (Mich. Comp. Laws § 700.2517(2)(b), 2012) available
at http://www.legislature.mi.gov/(S(abto5eqx1devupez4yeic155))/mileg.aspx?page=getObject&objectName=
mcl-700-2517.

55 See Wong, Can Bruce Willis Leave His iTunes Collection to His Children?: Inheritability of Digital Media in
the Face of EULAs, Santa Clara Computer & High Technology Law Journal, Vol. 29, Issue 4, (2012).

56 See Justin Ellsworth Webpage, available at: http://www.justinellsworth.net/email/yahoofight.htm.
57 See Wong, Can Bruce (…), supra note 55.
58 See Edwards/Harabinja, Protecting Post-mortem Privacy (…), supra note 3.
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even in some cases it may determine the possibility of transferability. Nevertheless, the legality or
effectiveness of some practice may be arguable.
[Rz 43] The new concept and growing trend, attracting more and more followers, especially in
Switzerland59, is to include the decision and disposition regarding digital assets in the last will.
Nevertheless, this solution seems to be very unpractical because of a very dynamic character of
digital assets and the Internet. Each change in the possession of digital assets, for instance creation
a new account would entail the need to make changes in the last will, what would be inconvenient
and really expensive. Moreover the same problem would arise if the user writes down the access data
to digital assets in the last will. Such a solution is also a breach of security protocols recommending
to change the password at least every 90-180 days.
[Rz 44] As long as many challenges arise from digital era and technological revolution, there are
some websites and services offering help to manage digital assets in case of death and promote
Digital Estate Planning. One of such websites is a Dutch service called Ziggur.me. This solution,
based on freedom of testation, enables a client to decide what would happen to the digital legacy
after the death and to choose which digital data should be transferred and to who, as well as which
one should be deleted permanently. However, this solution has also its disadvantages. One of them
is lack of guarantee that the service would still exist after the death of its user and would be able
to execute the wishes of the user. The good example of a start-up, which has been closed shortly
after going live, is a Swedish service My Web Will60 or a German website Idivus61. The other
challenge of such services is lack of legal basis for service providers like Ziggur.me to act on behalf
of the deceased.
[Rz 45] In this context there is also another possibility, which unfortunately would not be legally
binding as well. It is granting the power of attorney, either to the service provider or to a trustee.
According to the civil law principles, the power of attorney expires at the moment of death and
further using it by anyone (trustee, legacy management website, etc.) is treated as acting as falsus
procurator.
[Rz 46] A practice becoming more and more popular in this area, is using applications like Pass-
word Box (functionality and procedure of Legacy Locker) or some cloud-computing solutions for
example Securesafe.com (with Data Inheritance function), which may be used to unlock and pass
on passwords to the account. The above mentioned services do not only collect the access data in
a very dynamic way, but also share this data with heirs in case of death. However, solutions based
on sharing the access data with heirs are also ineffective, because many service providers reserve
in terms and conditions that it is not allowed to pass on the access data and use someone else’s
account. Moreover, using an account of a different person might be chargeable in some jurisdic-
tions.62 It needs to be also emphasized that storage of all passwords and access data in one place
or application significantly decrease safety in the Internet and increase the risk of hacking attacks

59 See Brucker-Kley, Sterben und Erben (…), supra note 29.
60 See the case of Swedish start-up www.mywebwill.com, which was closed after very short period of existence

in November 2011.
61 See the case of German Service
62 See People of the State of Michigan v. Leon Jermane Walker, LC No. 2010-230991-FH, Oakland Cir. Court,

(2011); see also Hannah, Leon Walker Case: Unauthorized Access of Email is a Felony, Updates in Family
Law Blog, (2011) available at http://jeannehannah.typepad.com/blog_jeanne_hannah_traver/2011/12/on-
december-27-2011-the-michigan-court-of-appeals-decided-in-an-unpublished-decision-a-case-involving-leon-
walkers-unautho.html.
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and misuse.
[Rz 47] There is another interesting solution available in Germany and provided by companies
named Columba and Semno. Their services are aimed at helping heirs to find digital assets which
used to belong to the deceased and then delete those data from the Internet or transfer them to
heirs.
[Rz 48] It means that there are some tools and services, available on the market, which help to
manage digital assets in case of death. However, all of them are provided by private companies and
because of the lack of clear rules and early phase of its development it is difficult to anticipate how
effective they would be. Some publicists, scholars and legal counsels advise their clients to use all
available types of services to ensure the realization of their last will regarding to digital assets63.
However, it should be done reasonably and in a balanced way. Unfortunately, many digital assets
users do not think about the future of their digital assets and are not even aware of available means
and solutions.
[Rz 49] To conclude, there are some non-legal methods available to achieve the main goal – transfe-
rability of digital assets. Nevertheless, as non-legal solutions, they still have some gaps and disad-
vantages. It is very important to still develop tools such as Legacy Locker or Ziggur.me, however,
the legal frameworks need to be set forth for such development. Usage of access data passed in
any form by the deceased to heirs to log in to accounts shall mean, from legal point of view,
an unauthorized access to the account, computer or system, and therefore cannot be satisfactory
and permanent solution. It is highly appreciated, that the debate about transferability of digital
assets will be open and the public, all Internet users, were aware of these issues64. Nevertheless
promotion of transferring the access data (i.a. logins and passwords) to the heirs is the mistake.
The debate should be moved from the level of non-legal or in some cases almost illegal measures
to the professional discussion about the need of legal regulation (preferable at the EU level).

3.2. Digital Assets Act in the United States

[Rz 50] The U.S. is one of few countries which have already recognised the problem of inheritance
of digital assets and that have developed some legal procedures and methods to deal with these
issues. According to Beyer and Cahn, it is possible to recognise three stages of this legal framework
development65. The first one covers the law of California, Connecticut and Rhode Island, where the
subject of the regulation are only e-mails. The second generation is law of Indiana, covering records
stored electronically. The third generation, legal acts in Oklahoma and Idaho, expands its subject
and covers broad definition of digital assets including social media profiles and microblogs66.
[Rz 51] Moreover, in July 2014, the Uniform Law Commission successfully completed its’ work on
and approved for enactment by states the Uniform Fiduciary Access to Digital Assets Act («Digital

63 See Brucker-Kley, Sterben und Erben (…), supra note 29.
64 See Stiftung Warentest, Digitaler Nachlass: So können Erben Onlinekonten auflösen, test 03/2015, (2015),

available at https://www.test.de/Digitaler-Nachlass-So-koennen-Erben-Onlinekonten-aufloesen-4817679-0/;
see also Curtis, Beyond the grave: have you planed your digital legacy?, The Telegraph, 18 March 2015,
available at http://www.telegraph.co.uk/technology/news/11475906/Beyond-the-grave-have-you-planned-
your-digital-legacy.html.

65 See Beyer/Cahn, Digital Planning: The Future of Elder Law, The National Academy of Elder Law Attor-
neys Journal, Vol. 9, No. 1, p. 142 (2013).

66 Id.

15

https://www.test.de/Digitaler-Nachlass-So-koennen-Erben-Onlinekonten-aufloesen-4817679-0/
http://www.telegraph.co.uk/technology/news/11475906/Beyond-the-grave-have-you-planned-your-digital-legacy.html
http://www.telegraph.co.uk/technology/news/11475906/Beyond-the-grave-have-you-planned-your-digital-legacy.html


Paweł Szulewski, A Contractual Perspective on Succession of Digital Assets, in: Jusletter IT 24 September 2015

Assets Act»).67 According to the Prefatory Note of the final version, its goal is «to remove barriers
to a fiduciary’s access to electronic records»68. Digital Assets Act makes an important change in
the legal framework and for the purpose of inheritance melted away the difference between physical
goods and digital assets. The Digital Assets Act has been immediately enacted in Delaware, and
in 2015 it has been introduced in next 26 States (e.g. Florida, Illinois, South Carolina, Texas,
Virginia, and Washington)69.
[Rz 52] The Digital Assets Act established the rights of personal representatives, conservators,
agents acting pursuant to a power of attorney, and trustees to access the deceased’s digital assets.
Each from the listed above, is the subject to different rules and gains the access to diverse extent
(sec. 4 – 7of Digital Assets Act). For instance, according to sec. 4 of Digital Assets Act, a personal
representative of the deceased has the right to access (1) the content of an electronic communication
that the custodian is permitted to disclose under the Electronic Communications Privacy Act70,
(2) any catalogue of electronic communications sent or received by the deceased person, and (3)
any other digital assets in which at death the deceased had a right or interest.71 Nevertheless, such
right to access digital assets may be limited by the court order or the last will. Except the deceased
expressed otherwise in the last will or the situation is differently regulated by applicable law, the
personal representative has the broadest entitlement to access digital assets. On the contrary, the
conservator access digital assets only pursuant to a court order72.
[Rz 53] The Digital Assets Act does not only regulate who and to what extent would get the access
to digital assets, but also describes, in sec. 8, what the heir (fiduciary) can do with digital assets.
There are four important principles introduced.
[Rz 54] Firstly, the heir (fiduciary) becomes the same authority as the account’s holder (all rights
but also duties and obligations) i.a. «(1) subject to the terms-of-service agreement, copyright law,
and other applicable law, may take any action concerning the assets to the extent of the account
holder’s authority and the fiduciary’s power under the law (…), (2) has, for the purpose of applicable
electronic privacy laws, the lawful consent of the account holder for the custodian to divulge the
content of an electronic communication to the fiduciary; and (3) is, for purpose of applicable
computer-fraud and unauthorized-computer-access laws, (…), an authorized user»73.
[Rz 55] Secondly, the service provider, acting according to the Digital Assets Act, may not prevent
the fiduciary from access and introduce the T&C which limits such right or give to users only an
affirmative choice. Such provisions are «(1) void as against the strong public policy of the state and
(2) the fiduciary’s access to a digital asset does not violate the terms-of-service agreement even if

67 See Uniform Law Commission, Committees Fiduciary Access to Digital Assets, available at http://www.
uniformlaws.org/Act.aspx?title=Fiduciary%20Access%20to%20Digital%20Assets.

68 See Uniform Fiduciary Access to Digital Assets Act with Prefatory Note and Comments, Seattle-Washington,
(11–17 June 2014) available at http://www.uniformlaws.org/shared/docs/Fiduciary%20Access%20to%
20Digital%20Assets/2014am_ufadaa_draft.pdf.

69 See Uniform Law Commission, Legislative Fact Sheet – Fiduciary Access to Digital Assets, available at
http://www.uniformlaws.org/LegislativeFactSheet.aspx?title=Fiduciary%20Access%20to%20Digital%
20Assets.

70 See Electronic Communication Privacy Act, 18 U.S.C. Section 2702(b), available at http://www.law.cornell.
edu/uscode/text/18/2702.

71 See Digital Assets Act, supra note 4, sec. 4.
72 Id., sec. 5.
73 Id., sec. 8(a).
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the agreement requires notice of a change in the account holder’s status»74.
[Rz 56] Thirdly, Digital Assets Act clearly states, that there is no place for any choice-of-law
provision in T&C and such provisions will be interpreted as unenforceable against a fiduciary,
especially when chosen law will enforce a limitation on a fiduciary’s access to digital asset75.
[Rz 57] Finally, personal tangible things which have the storage capacity (phones, tablets, note-
books, pendrives, etc.) are inherited according to the succession law, however «the fiduciary with
authority over the property of decedent (1) has the right to access the property and any digital
asset stored in it, (2) is an authorized user for the purpose of any applicable computer-fraud and
unauthorized-computer-access laws»76.
[Rz 58] The Digital Assets Act is a comprehensive and rational regulation, which tries to cover
and balance all parties’ interest i.a. the deceased, heirs and service providers. It also ensures the
transferability of digital assets, along with counterbalance some limitations preventing the post-
mortem privacy, secrecy of the communication, computer-fraud and unauthorized-computer-access.
Nevertheless, it has been already criticised for lack of methods to protect the privacy of deceased
and heirs77. It is not possible to entirely agree with Lee, that «decedents’ fiduciaries are given
unnecessarily broad access to the private information of decedents and third parties contained in
digital assets, particularly social networking and media content»78. It is not possible to create and
develop a new concept of post-mortem privacy only to use it as blocker in the discussion about
transferability of digital assets. It need to be stated that in many cases, the principles of succession
law shall privilege and overcome some of the privacy concerns, especially when such concerns are
not articulated in relation to physical items (such as personal documents, printed results of medical
examination or diaries). The Digital Assets Act solves some challenges and speculations in the area
of succession and contract law, but it does not raise and discuss ownership and property issues.
[Rz 59] The conclusion here would be that the Digital Assets Act is a first step towards the
succession of digital assets, and countries that still have not recognised and solved this problem,
especially the EU Member States and the EU as a whole, should follow the approach already
existing in the U.S. in this field and take creation of similar act under consideration. It might be
especially useful and comprehensive at the EU level due to the fact that such regulations would
address the existing challenges and would not interfere with the national legal systems. It could
be also the first step to harmonisation of the substantive succession law in Europe.

4. Conclusions

[Rz 60] Taking into account the development of the Internet and other new technologies, succession
of digital assets has become a serious challenge and legal issue; law should adapt to the recent
changes then. The above analysis of the contractual obligations between users and the service
providers, based on the Polish and German law as well as selected service provider’s terms and

74 Id., sec. 8(b).
75 Id., sec. 8(c).
76 Id., sec. 8(d).
77 See Lee, Death and Live Feeds: Privacy Protection in Fiduciary Access to Digital Assets, Columbia Business

Law Review, Vol. 2015, Issue 2, p. 654, (2015).
78 Id.
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conditions, shows that such contractual obligations should be the part of succession and should
pass on the heirs. Consequently, the heirs should be entitled to access digital assets possessed by
the deceased.
[Rz 61] Many of service providers recognised already the problem of digital assets’ succession
themselves and they are developing non-legal procedures and conditions, which in some cases
(Facebook, Google) are giving to the user some tools to execute the succession right. Nevertheless,
lack of clear regulations related to the succession of digital assets, especially in the EU, leads to
the uncertainty and self-regulation by the service providers unfavourable for users. Additionally,
the terms and conditions suggested by service providers in many situations does not comply with
the law.
[Rz 62] Rapid and constant development of the Internet provokes also third parties and other
intermediaries to interfere in user – service provider relations and to offer users their services
related to succession of digital assets. One can observe that in many situations such services are
not adapted to particular law system and are not in compliance with the service provider’s terms
and conditions.
[Rz 63] Tendency to self-regulate succession of digital assets in lieu of creation the general legal
norms and standards may also become very dangerous in the end. The EU should follow the
U.S. example and develop a legal framework for the succession of digital assets. It is too early to
evaluate the effectiveness of the Digital Assets Act in the U.S., nevertheless it should be treated
as a lead for European Commission and/or Member States national legislators.

Paweł Szulewski, ICT & IP Lawyer, PhD Candidate, University of Wroclaw, Research Center for
Legal and Economic Issues of Electronic Communication (CBKE), LL.M. EULISP European Legal
Informatics Study Programme (Hannover / Vienna), In-house lawyer at IT company, Researcher
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