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Abstract: The topic of the risk-based approach to data protection has stirred quite some controversy,

with the main criticism arguing that it goes directly counter the fundamental right nature of
the right to personal data protection. Given the latter, and following the opinion of the Article
29 Working Party, the General Data Protection Regulation (GDPR) has adopted a risk-based
approach that is limited to matters of compliance. This presentation explores what is exactly
meant by such compliance oriented risk-based approach, and more in particular how it can
nonetheless take into account the whole spectrum of the data subjects’ fundamental rights and
freedoms affected by data processing operations.

1. Introduction
The goal of this contribution is to elucidate the notion of risk as it has been enshrined in the EU recently
adopted General Data Protection Regulation (GDPR).1 The GDPR has taken on board the so-called risk-based
approach, which translates among others with the obligation to undertake so-called data protection impact
assessments (DPIAs), enshrined in Art 35 of the GDPR.
This contribution investigates the notion of risk at the heart of DPIAs and of the risk-based approach more
generally. It starts by showing that this notion of risk contains an important contradiction since it requires to
take into account the possible (high) risks to the data subjects’ rights and freedoms stemming from their data
processing operations, and simultaneously to assess the latter’s impact on the protection of personal data.
The hypothesis the present contribution puts forth is that this apparent contradiction in the GDPR can be solved
if one considers that the risk at stake is a compliance risk, that is, a risk that the processing operation will (not
be) compliant with data protection requirements.
The contribution goes on to explain the rationale of such notion of risk by paying heed to the debate between
risk-based and rights-based approaches to data protection.2 It shows that the notion of compliance risk appears
as the only solution to an apparent catch. That of simultaneously shifting towards the risk management of
data processing operations, whilst simultaneously respecting the rights-based nature of data protection as a
fundamental right of the EU, which entails in particular to uphold its so-called data protection core principles
(e.g., data minimisation, purpose limitation).
After having explained the rationale for such a notion of compliance risk, it goes on to show that it can actually
do what it promises, that is, both managing the risks of non-compliance and go beyond said compliance by

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation), OJ L 119.

2 For a summary of these debates, see G 2016.

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=de
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=de
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taking into account the broader spectrum of all the rights and freedoms potentially violated by a data processing
operation. This is done by providing an in-depth analysis of how risk and risk management operate.
Finally, the contribution concludes with some reflexions on the level of protection afforded by the notion of
risk enshrined in the GDPR, with a particular emphasis on the articulation between compliance and the data
subjects’ fundamental rights and freedoms.

2. The contradiction with the notion of risk in Art. 35 GDPR
The uncertainty surrounding the meaning of risk in the GDPR is probably best epitomised by Art. 35 itself.
Art. 35(1) does indeed provide that:

«Where a type of processing (…) is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry out an assessment of the
impact (…) on the protection of personal data.»3

As one can see, there seems to be a contradiction concerning what the object of impact assessment is in the
first place. What should be assessed? The likely high risk to the data subject’s rights and freedoms or the
impact on the protection of personal data?
Q [2015, sec. 2.5] has duly noted this contradiction, and has perfectly summarised the situation, arguing
that this might suggest that abidance by data protection principles, and mitigating the risks to the rights and
freedoms of natural persons are two distinct things.4 In which case, one must wonder what is exactly meant by
such rights and freedoms and how mitigating the risks that concern them is different from protecting the data
subjects’ personal data. One can add the following issue: if these are two different things indeed, then what is
exactly the role for the rights and freedoms of the data subject, and how is such impact assessment different
from the traditional compliance approach?
Such contradiction is also apparent in Art. 35.7 GDPR, which provides for the minimum elements to be con-
tained in a DPIA. It requires «an assessment of the necessity and proportionality of the processing operations
in relation to the purposes» (Art. 35.7(b)), which can be seen as a minimal version of an assessment of the
impacts on the protection of personal data. Yet it also requires «an assessment of the risks to the rights and
freedoms of data subjects» (Art. 35.7(c)).

3. The hypothesis put forth: compliance risk
3.1. Compliance risk: what is it and why it is not so bad?
The hypothesis put forward in this contribution is that the notion of risk which is at the heart of the GDPR is
a compliance risk. Thus, instead of determining the chances that a given processing operation will violate the
data subjects’ fundamental rights and freedoms (and the severity thereof), its point is to determine the chances
that a given processing operation will (not) comply with the GDPR (and the severity thereof).
Limiting impact assessment in the data protection field to issues of compliance has been criticised for not
enabling the full potential of an impact assessment, and in particular, its ability to address all the privacy
issues raised by the processing of data, but also issues of social acceptance and ethical concerns related thereto
[e.g., W 2012; W/M 2012].
However, the present contribution takes a different stance. It argues that limiting the GDPR risk to matter of
compliance is not necessarily a bad thing. First, and as will be demonstrated, a compliance risk nonetheless
allows to take into account potential violations of the data subjects’ fundamental rights and freedoms stemming
from processing operations. Second, a compliance risk is the only type of risk that manages to respect the

3 Emphasis by the author.
4 Quelle makes this point notably by paying heed to the differences between the respective GDPR proposals of the EU Commission,

Parliament, and Council.
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rights-based nature of data protection of the EU, and the ensuing need for a thorough and continuous application
of its principles.

3.2. Why compliance risk? The debate between risk-based and rights based approaches
and the conundrum of risk in the GDPR

This section shows that the GDPR adopted a notion of compliance risk because it needs to be in line with two
seemingly opposed notions. On the one hand, the introduction of the risk-based approach in the GDPR and
the transformation of data processing operations as a matter of risk management it entails. On the other hand,
the need to respect the rights-based nature of data protection as a fundamental right of the EU.
This debate and contradiction has probably been best displayed by the Art. 29 WP in its statement on the
risk-based approach in the GDPR.
For the Working Party it is clear that «the risk-based approach is being increasingly and wrongly presented as
an alternative to well-established data protection rights and principles» [A. 29 WP 2014b, p. 2]. It is indeed
not acceptable to replace the traditional data protection principles with «a strong harm-based approach» [A.
29 WP 2014, pp. 2–3].
In doing so, the Art. 29WP takes a firm stance and reaffirms the rights-based nature of the EU right to personal
data protection. One can argue that the right to the protection of personal data is rights based in parts because
it has acquired the status of fundamental right of the EU following the entry into force of the EU Charter of
Fundamental Rights [see, G F 2014]. This entails that it applies irrespective of the level of risk,
and therefore provides for a «minimum and non-negotiable level of protection for all individuals» (A. 29
WP 1998, p. 2].
The risk-based approach in the GDPR thus faces a conundrum. On the one hand it is risk-based, meaning
that it will provide a level of protection directly dependent upon the level of risk at stake. On the other hand
however, it must respect the rights-based nature of data protection as a fundamental right of the EU, which is
its exact counterpart insofar as it provides for an even level of protection to all (thus irrespective of the level
of risk).
As indicated, the solution to this conundrum is to conceive the notion of risk in the GDPR as a matter of
compliance risk. The risk at stake is therefore not the risk that the processing operation will create harms for
the data subjects, but the risk that the processing operations of the data controllers are not in compliance with
the GDPR. In doing so, both the rights-based nature of the GDPR and the need to adopt a risk-based approach
nonetheless are reconciled.
There is evidence that the risk in the GDPR is a compliance risk. This is clear from the Art. 29 WP itself,
which argues that «the scalability of legal obligations based on risk addresses compliance mechanisms» [A.
29 WP 2014b, p. 2]. Additional evidence that the risk-based approach in the GDPR is limited to compliance
can also be found in a number of Recitals (see e.g., Recitals 78, 80, 81, 82, 84).5

3.3. How to articulate a compliance risk with the assessment of the risk to the rights and
freedoms of the data subjects?

The rationale for a risk limited to compliance has been explained. Yet, it remains to be seen what is in practice
the added value of such type of risk. Can it nonetheless allow for the taking into account of the whole spectrum
of the data subject’s fundamental rights that are potentially affected by the processing of their personal data?
The present section will show that even though it is limited to compliance, this risk can nonetheless allow for

5 Recital 84 in particular provides that «In order to enhance compliance with this Regulation where processing operations are likely
to result in a high risk to the rights and freedoms of natural persons, the controller should be responsible for the carrying-out of a
data protection impact assessment to evaluate, in particular, the origin, nature, particularity and severity of that risk.»
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the taking into account of the different rights and freedoms affected by a processing operation. This requires
an in-depth analysis of the notion of risk.
A risk can be defined as an event that has a certain severity, has a number of probabilities of occurrence, as
well as a number of consequences.6 The whole point of risk management (or risk analysis) is to take decisions
concerning risk, i.e., whether or not to take the risk at stake.
Risk analysis is usually divided into two steps: risk assessment and risk management. Risk assessment mea-
sures the level of risk (in terms of likelihood and severity), while the point of risk management is to decide
whether or not to take the risk [W 1992, p. 5]. The decision at risk management level is usually accom-
panied by measures aiming at reducing the level of risk: sometimes the risk level is too high, but it can be
reduced to an acceptable level. These measures can be referred to as risk reduction, risk control, risk response,
or more generally, risk mitigation measures [ISO 2009, p. 6].
The key in understanding the articulation between compliance issues and the violation of the data subjects’
broader spectrum of fundamental rights can be found in the risk management step.
It is indeed widely accepted that the decision of whether or not to take a risk takes the form of a cost-benefit
analysis,7 that is, a balancing of the consequences of the risk, which can be positive or negative. Negative
consequences are referred to as harms, whereas positive consequences are referred to as benefits [see, e.g., 
S 2014, p. 91].
In the present case it is argued that the negative consequences of the non-compliance risk precisely consist in
the violation of the data subject’s fundamental rights and freedoms.
In other words, not-complying with data protection law has a number of negative consequences, which amount
to the violation of the data subjects’ fundamental rights and freedoms. It is precisely these violations that the
data controller will need to take into account when deciding whether or not to pursue a processing operation.
This actually makes a lot of sense. For instance, not minimising the data may result with violations of the data
subject’s fundamental rights. The same goes true if the data are processed for further incompatible purposes.
As a matter of fact, in its opinion on the purpose limitation principle, the Art. 29WP has made the link between
the violation of said principle and the harms to the data subjects this may lead to [A. 29 WP 2013, 2014a].
Thus, the lower the compliance, the higher the potential violations of the data subjects fundamental rights.

4. Conclusion: what protection to be expected from the risk-based approach?
As a way of concluding this piece, one may ask what exact type of protection the GDPR risk-based approach
will achieve, and in particular, what is the role of the data subjects’ rights and freedoms in this regard.
The bottom line is that compliance is transformed into a matter of risk taking. Contrary to the traditional
understanding of compliance, which frames it as a matter of «yes or no», i.e., «complying or not complying»,
the risk-based approach shows that in practice compliance is more granular than it seems to admit.
As indicated, a risk has a certain level, which is measured in terms of likelihood (or probability) and severity.
This is explicit in the GDPR (e.g., Recitals 75, 90).8 Such likelihood and severity is measured by having regard
to so-called risk factors.9 In terms of risk factors for the probability one can take the example of the CNIL’s
2012 methodology, which takes the case of employee training: the less trained the employees, the higher the

6 See for instance B 1996, p. 100: «any decision relating to risk involves two distinct and yet inseparable elements: the
objective facts and a subjective view about the desirability of what is to be gained, or lost, by the decision».

7 See H  . 1992, p. 137: «‹risk management› has been commonly used to refer to an analytic technique for evaluating risks
against likely benefits».

8 See Recital 90: «a data protection impact assessment should be carried out by the controller in order to assess the particular likeli-
hood and severity of the high risk».

9 The CNIL refers to risk factors as threats [CNIL 2012b, p. 6], and the ISO defines them as «elements, which, alone or in combina-
tion has the intrinsic potential to give rise to risk» [ISO 2009, p. 4].
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likelihood that non-compliance will occur [CNIL 2012b]. In terms of risk factors for the severity, many can
actually be found in the GDPR, which refers to the context, scope, purposes of the processing (e.g., Recital
90); or the extent of the processing, the type of data at stake, and or the type of processing, as in the case of Art.
35.3 which refers to «a systematic and extensive evaluation of personal aspects relating to natural persons»
(Art. 35.3(a)); or to the «processing on a large scale of special categories of data» (Art. 35.3(a)) among others.
Underscoring the granular dimension of compliance and transforming it as a matter of risk-taking is in line
with the role and added value of the risk-based approach as it was envisaged in early documents laying the
ground for the adoption of the GDPR. These documents underlined indeed the need for «real protection on the
ground», as opposed to compliance understood as protection on paper, which is often reduced to box-ticking
exercises [A. 29 WP 2010; A. 29 WP/W P  P  J 2009]. By inquiring
which concrete risk factors lead to higher levels of compliance risks, this is exactly what the present risk-
based approach does. Similarly, it provides for the calibration of the data controller’s obligation, allowing
them to allocate resources where they are more needed. Hence, the Art. 29 WP’s notion of scalable approach
to compliance discussed supra.
One may however ask what is the role of the data subjects’ rights and freedoms in all this. The answer put
forth in the present contribution is that addressing the potential violations of the data subjects’ rights and
freedoms contribute to the compliance of the data processing operations. In this sense, they are an integral
part of the «protection on the ground» aspect of the risk-based approach, since they contribute to determining
«in practice» what it means to be compliant.
Indeed, just as a low level of compliance signals the likely infringement of the data subject’s rights and free-
doms, ensuring in turn that the rights and freedoms are not violated by the processing operation contributes to
higher levels of compliance. As a matter of fact, this is exactly the approach followed by the CNIL in its 2012
guidance document [see, CNIL 2012a].
Thus, and as a way to conclude one can indeed see that the GDPR has enshrined a notion of compliance risk.
Such compliance risk manages to reconcile both the rights-based dimension of the EU fundamental right to the
protection of personal data as well as the fact that data controllers are now explicitly tasked with managing the
risks created by their processing operations.10 The potential violations of the data subjects’ rights and freedoms
stemming from processing activities can be factored in such compliance risk by bearing in mind that they are
the consequences of low levels of compliance. In doing so, compliance risk ensures that in conformity with
the rights-based approach the data protection principles remain upheld in all situations, and simultaneously
allows for the taking into account of the broader dimension of data processing activities.
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