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Abstract: Rights Expression Languages (RELs) are a central component of contemporary digital rights
management systems. They are applied to express permissions, obligations and prohibitions in
a machine-processable form. Since the early 1990s we can observe a massive increase in RELs
for purposes such as access control, license management or contracting. This paper presents
a genealogy of RELs since 1989, proposes a classification that helps better understand their
functional focus and application area and gives an outlook on research perspectives.

1. Problem Statement

A central requirement of any Digital Rights Management (DRM) system is a machine-readable knowledge rep-
resentation language known as Rights Expression Language (REL) (JAMKHEDKAR/HEILEMAN, 2004). RELs
are used to explicate machine-readable rights for purposes such as access control, trust management and con-
tracting (GARrcia ET aL. 2004/2007/2009). RELs are used to govern behavioural aspects and explicate usage
rights that occur during digitally mediated interactions between two or more parties (PELLEGRINTI 2014). RELs
should be understood as a grounding component of legal technologies as their primary purpose is to express,
govern and sanction legally binding behaviour within technologically mediated environments.

Among the most prominent RELs are MPEG-21, ODRL-2.0 (and derivatives such as OMA DRM or
RightsML), ccREL and XACML to name but a few (ErmiLov/PeLLEGINT 2015). Most RELs have been devel-
oped according to the needs of specific sectors. I.e. MPEG-21, OeBFRel, XMCL, PRISM and TV-Anytime
RMPI are optimized for rights management purposes in the area of multimedia and media asset management
(RopriGuez-DoNceL/DeLGapo 2009). RELs such as WSLA, WS-Agreement, SLAng, WSPL or WS-Policy
support access control, trust management and contracting for web services. And RELs such as ccREL (Cre-
ative Commons Rights Expression Language) or ODRL (Open Digital Rights Language) are designed for
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general purposes and have gained popularity especially in the area of content and data licensing (RODRIGUEZ
ET AL. 2015; SANDE ET AL. 2012).

A recent literature analysis conducted by the authors in the preparation of this paper revealed that more than 60
RELs have been developed since the early 1990s, some being derivatives of older ones (i.e. MPEG-21 being
the successor of XrML) and some being developed to serve completely new purposes (i.e. LDR to manage
interlinked data sources). These developments illustrate that RELs are a vital area of research whose relevance
might even increase with the growing degree of automation and algorithmic governance in areas such as e-
commerce, e-procurement or IT-security to name but a few (PRENAFETA 2010; GANGADHARAN/D’ ANDREA
2011a; ViLLaTA/GAaNDON 2012).

The REL landscape is characterized by heterogeneity and a high degree of diversification. Hence it is important
to develop a good understanding of various REL types and their functional scope. Hence this paper presents
preliminary results from an extensive literature review aiming at developing a genealogy of RELs and propos-
ing a classification that illustrates the intended application areas of each REL for digital rights management
purposes.

The paper is structured as follows: Section 2 briefly outlines the methodology. Section 3 investigates the
history of RELSs, discusses their application areas and introduces a genealogy of RELs in the timespan from
1989 to 2015. Section 4 gives an outlook on research perspectives and future work.

2. Methodology

The findings presented in this paper have been derived from an extensive literature review conducted on pub-
lished works between 1989 and 2015. The analysed corpus has been compiled from the databases IEEE, ACM
and SpringerLink and complemented by an analysis of references given in peer-reviewed academic works. In
total this resulted in a literature corpus of 301 scientific or technical papers, each having an explicit reference
to RELs as their subject of research. The analysed RELs are either officially supported standards (i.e. by
MPEG, OASIS or ISO), recommended norms (i.e. W3C recommendations) or community contributions (i.e.
provided by research groups or individuals). A full list of analysed RELs can be found in Appendix 1.

During the first analytic phase each REL has been assigned a publication year thus allowing to draw a corre-
sponding timeline. In a second phase we developed a REL genealogy illustrating the technical dependency
of various RELs during their evolution. In a third phase we derived a classification of RELs by analysing the
functional purpose in correspondence with their application area.

3. Results
3.1. A brief history of RELs

According to JAMKHEDKAR/HEILEMAN (2008) the appearance of RELs was a reaction to the radical changes
invoked by modern information technology and the Internet on the existing balance between intellectual prop-
erty owners and consumers at the end of 1980s. The occurring disturbances invoked by massive and loss-free
sharing of copyright protected assets led intellectual property owners to put pressure on technologists to de-
velop effective DRM systems to prevent violation of copyright by consumers. The first REL was introduced
by McCarty (1989) in the year 1989 and was called Language for Legal Discourse (LLD). It was based on a
logical framework and its central idea was to «develop a deep conceptual model [...] by selecting a small set
of common categories such as, space, time, action, permissions, obligations, constraints, and so on, relevant to
a particular legal domain, and then developing a knowledge representation language that reflects the structure
of this set» (JAMKHEDKAR/HEILEMAN 2008, p. 3).

By the mid 1990°s the development of RELs gained traction when STEFIK AND CAsEY (1994) filed a patent
for DRM technology they developed at Xerox PARC. Their REL went beyond McCaRrTY’s approach as it
included the description of a «usage rights grammar» that was subsequently implemented in LISP and called
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the Digital Rights Property Language (DRPL) (ibid). Nowadays most existing and functional RELs conform to
the axiomatic principles of rights modelling first laid down by LLD and DPRL (PraDOS ET AL. 2005) and have
made serious advancements with respect to functionality, design and interoperability. Since 1989 more than 60
RELs have appeared throughout literature, and they have become an integral component of most IT-systems
in the context of digital rights management applications and web services.

3.2. Application areas of RELs

RELSs are applied to express policies. According to SLomaN (1994) policies define a relationship between
subjects and targets within a policy domain. For the domain of digital rights management Chong et al. (2006,
p- 2901) distinguish between six policy types known as 1) revenue policies, 2) provision policies, 3) opera-
tional policies, 4) contract policies, 5) copyright policies and 6) security policies. General purpose RELs such
as MPEG-21 or ODRL by definition support all of these policies but also come along with specific strengths
and limitations according to their functional design. Special purpose RELs covering just one or closely re-
lated policy domains are extending the application scope of general purpose RELs but also raise the level of
technological complexity and evoke interoperability issues (PRADOS ET aL. 2005).

We applied Chong et al.’s policy types to our literature analysis but due to reasons of simplicity came up with
a threefold distinction of application areas in the DRM domain, namely 1) access & trust policies, 2) license
policies and 3) contracting policies. These three application areas have proven to be analytically reasonable
given that the high amount or RELs discovered during our literature review prevented us from an in-depth
functional analysis of each REL according to Chong et al.’s classification.

Given that, the three application areas for RELs can be defined as follows:

Contract Policies: According to Guth (2004, p. 81), a digital contract is a legally binding agreement of two
or more parties, on the exchange of rights to (digital) goods or services under certain terms and conditions.
A contract can be used as evidence to prove acceptance of liabilities and RELs can be applied to preserve
these liabilities in the face of possible contingencies for the contract’s duration (ROoDRIGUEZ ET AL. 2015,
p- 64). Hence RELs can be applied to represent contracts in machine-readable form thus enabling automated
processing and execution of contracts i.e. with respect to individual usage patterns, payment and enforcement
purposes.

License Policies: According to GutH (2004, p. 82), a license should be understood as a specific type of
contract granting general usage rights to intellectual property, technical know-how or technical inventions.
Consequently, a license is used to express generalized terms about the intended usage pattern of a certain asset
and usually defines the notion of property associated with a specific asset (such as declaring the degree of
permissiveness allowed in the reuse of a certain asset). RELs are applied to represent licenses in a machine-
readable form i.e. for purposes of similarity detection, compatibility checks and compliance with given terms
and condition.

Access & Trust Policies: The last category refers to actions like authentication, authorization and security
preservation. Access policies define permissions, restrictions or prohibitions associated with an asset for mak-
ing this asset available to a user in a specific role or other related feature of distinction (KIRRANE ET AL. 2015).!
Additionally, access policies can be used to explicate service level agreements and define the conditions of
service delivery with respect to quality of service, security and privacy issues. Complementary to that, trust
policies express conditions for interactions between entities that don’t know each other and where a sufficient
level of confidentiality and privacy should be preserved for a specific context or duration (ARADHANA 2011).
RELSs applied to the explication of access and trust policies usually capture higher-level goals. Such policies

I KirrANE ET AL. (2015) distinguish between six access control models: Mandatory Access Control (MAC), Discretionary Ac-

cess Control (DAC), Role Based Access Control (RBAC), View Based Access Control (VBAC), Attribute Based Access Control
(ABAC) and Context Based Access Control (CBAC).
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provide the means for specifying and modulating the terms of an asset and align its capabilities and constraints
with the requirements of its users (GANGADHARAN/D’ ANDREA 2011D).

Each REL can be used to express policies for either one or several of these application areas at various degrees
of granularity and specificity. Hence we can distinguish between general purpose RELs (such as ODRL,
MPEG-21 being the most prominent ones) and special purpose RELs targeted at one or two specific application
areas. Figure 1 illustrates the assignment of RELs to their policy domain(s).
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Fig 1: Classification of RELs according to their application area

The findings reveal that most RELs have been developed for the purpose of access and trust management
which is insofar plausible as access and trust policies usually lay the foundation on which contract and licens-
ing policies are being executed and enforced. This is also replicated in the fact that 40 out of 61 RELs contain
functional features related to access and trust management, especially when an intersection with contract poli-
cies is given. 28 out of 61 RELs support contract management and 24 out of 61 RELs are related to license
management. Special purpose RELs are either specifically designed to serve these areas as stand-alone RELs
or come along as specific functional extensions of general purpose RELs often as a result of a community
initiative governed by an official standardization body or industry working group.

3.3. A genealogy of RELs

Figure 2 illustrates a genealogy of RELs between 1989 and 2015 based on the literature review underlying
this study. The timeline indicates the point in time when the REL has either become an officially supported
standard or recommendation or has been introduced to the scientific discourse for the first time. The dotted
lines between the RELs indicate their technological interdependence and genealogy. The assigned colours
indicate the functional spectrum of each REL according to the application areas described in section 3.2.

We discovered a total of 61 RELSs in the given time period with a massive increase in REL development between
2000 and 2005. 44 out of 61 RELs have been introduced in this time period either as proof of concept or as
part of official standardization initiatives carried out under the auspices of The Moving Picture Experts Group
(i.e. MPEG-21), the W3C (i.e. ODRL), the Open Mobile Alliance (i.e. OMA DRM) or the International Press
& Telecommunications Council (i.e. ACAP and RightsML).
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Despite these prominent examples for official standardization initiatives, the majority of RELs (43 out of 61) —
especially if designed for special purposes — is subject to community or research initiatives (i.e. LicenseScript,
Ponder, KAoS, Protune, METSRights, L4LOD) or commercial endeavours (i.e. EPAL, WS-Policy, PRISM
ML).

Another finding relates to the appearance of special purpose RELs over the course of time. In the early days
of REL development, access and trust policies dominated the community and industry endeavours, followed
by contract policies and finally by license policies. The relatively late appearance of license policies can be
interpreted as a reaction to the growing popularity of open and commons-based licensing models applied to
content and data over the previous years and the complexity with respect to copyright issues arising from the
combination of open and closed licensing models.

Overall our findings suggest that only a handful of RELs are being constantly maintained and advanced ac-
cording to the requirements of contemporary IT systems. In contrast the majority of identified RELs seems
to run short of continuous support either because they have just been developed as a proof of concept or they
have been superseded by other RELs.
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Fig 2: Genealogy and Classification of RELs from 1989 to 2015

4. Future Work

This paper presented the first results from an extensive literature review on RELs. The results have been
validated by the authors but are still subject to further investigation and elaboration. Nevertheless, the results
already give a good insight into the development, state of the art and future direction of REL-related research.

In our future work — which goes beyond the scope of this paper — the authors will extend their classification
scheme not just by looking at the application area and functional similarity but also by investigating the tech-
nological design and functional interdependence of RELs. Further on, we plan to compare RELs according
to their design principle, data model, the expressivity of their vocabulary and their serialization. This will
provide us with a deeper insight into the syntactic and semantic interoperability of existing RELs and their
applicability within interconnected IT-systems.
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7. Appendix 1: RELs Overview

Year Abbreviation Full Name Maintained by

1989 LLD Language for Legal Discourse McCarty

1995 DPRL 1.0 Digital Property Rights Language v1.0 Xerox Park

1995 Ponder Damianou, Dulay, Lupu & Sloman

1998 DPRL 2.0 Digital Property Rights Language v2.0 Xerox Park

1998 KeyNote Blaze, Feigenbaum, loannidis & Keromytis

1999 PDL Policy Description Language Lobo, Bhatia & Naqvi

2000 XrML 1.0 eXtensible Right Markup Language v1.0 Content Guard (a Xerox Park Spin Off)

2000 DocLog Tan & Thoen

2000 (D)TPL (Defined) Trust Policy Language IBM Research

2000 PSPL Portfolio and Service Protection Language Bonatti & Samarati

2000 PAPL Person Allocation Policy Language Bonatti & Samarati

2001 ODRL 1.0 Open Digital Rights Language v1.0 w3C

2001 XMCL eXtensible Media Commerce Language RealNetworks

2001 ECL Enterprise Contract Language Neal

2001 X-SEC Bertino, Castano & Ferrari

2001 PRML Privacy Rights Markup Language Zero-Knowledge Systems & IBM

2001 EPML Enterprise Privacy Markup Language Zero-Knowledge Systems & IBM

2002 ODRL 1.1 Open Digital Rights Language v1.1 Ww3cC

2002 OMA DRM 1.0 OMA DRM Rights Expression Language v1.0 Open Mobile Alliance

2002 XrML 2.0 eXtensible Right Markup Language v2.0 Content Guard (a Xerox Park Spin Off)

2002 ebXML CPP/A ebXML Collaboration Protocol Profile and OASIS

2.0 Agreement v2.0

2002 REI 1.0 Rights Expression and Interpretation v1.0 Kagal, Paolucci, Srinivasan, Denker, Finin &
Sycara

2002 P3P 1.0 Platform for Privacy Preferences v1.0 Ww3C

2002 APPEL A P3P Preference Exchange Language v1.0 Ww3C

2002 DPL Deontic Policy Language Milosevic & Dromey

2003 MPEG-21 The Moving Picture Experts Group

2003 OeBF REL Open eBook Forum REL Open eBook Forum

2003 WSOL Web Service Offering Language Tosic, Pagurek, Patel, Esfandiari & Ma

2003 WSLA Web Service Level Agreement Keller & Ludwig

2003 XACML 1.0 eXtensible Access Control Markup Language OASIS

v1.0

2003 SweetDeal Grosof & Poon

EPAL Enterprise Privacy Authorization Language IBM

2003 KAoS Uszok, Bradshaw, Jeffers, Suri, Hayes,
Breedy, Bunch, Johnson, Kulkarni & Lott

2004 METSRights Metadata Encoding and Transmission Library of Congress

Standard Rights
2004 OMA DRM 2.0 OMA DRM Rights Expression Language v2.0 Open Mobile Alliance
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2004 TV Anytime TV Anytime Rights Management and European Broadcasting Union
RMPI Protection Information
2004 AVS-REL Advanced Audio Video Coding Standard Advanced Audio Video Coding Standard
Rights Expression Language (AVS) Workgroup
2004 BCL Business Contract Language Governatori & Milosevic
2004 WSPL Web Services Policy Language Vedamuthu, Orchard, Hirsch, Hondo,
Yendluri, Bubez & Yacinalp
2004 DPAL Declarative Privacy Authorization Language n.s.
2004 SLAng SLA notation generator Skene, Lamanna & Emmerich
2004 PeerTrust Gavriloaie, Nejdl, Olmedilla, Seamons &
Winslett
2004 ISO REL Content Guard (a Xerox Park Spin Off)
2004 MPEG-21 MPEG-21 Intellectual Property Management The Moving Picture Experts Group
IPMP and Protection
2004 PLUS Picture Licensing Universal System PLUS Coalition
2005 PRISM RL Publishing Requirements for Industry Idealliance
Standard Metadata Rights Language
2005 ebXML CPP/A ebXML Collaboration Protocol Profile and OASIS
2.1 Agreement v2.1
2005 Protune PRovisional TrUst NEgotiation framework De Coi, Olmedilla, Bonatti & Sauro
2005 REI2.0 Rights Expression and Interpretation v2.0 Kagal, Paolucci, Srinivasan, Denker, Finin &
Sycara
2005 P3P 1.1 Platform for Privacy Preferences v1.1 Ww3C
2006 XACML 2.0 eXtensible Access Control Markup Language OASIS
v2.0
2006 LicenseScript Chong, Corin, Etalle, Hartel, Jonker & Law
2007 WS-Policy Web Services Policy Anderson
2007 ACAP 1.0 Automated Content Access Protocol v1.0 International Press Telecommunications
Council
2007 WS-Agreement Web Services Agreement Specification Open Grid Forum
2007 OSL Obligation Specification Language Hilty, Pretschner, Basin, Schaefer & Walter
2008 ODRL-S Open Digital Rights Language for Services Gangadharan, D’ Andrea, [annella & Weiss
2008 ccREL Creative Commons Rights Expression Creative Commons Foundation / W3C
Language
2009 ExRiVob Extended Rights Vocabulary Wang, Seki & Kameyama
2009 LucScript Logic-based Usage Control License Script Zhong, Lin & Guo
2009 ACAP 1.1 Automated Content Access Protocol v1.1 International Press Telecommunications
Council
2010 PAPEL Provenance-Aware Policy definition and Ringelstein & Staab
Execution Language
2012 ODRL 2.0 Open Digital Rights Language Ww3cC
2013 L4LOD Licenses for Linked Open Data Governatori, Rotolo, Villata & Gandon
2013 RightsML Rights Markup Language International Press Telecommunication
Council
2013 XACML 3.0 eXtensible Access Control Markup Language OASIS
2013 Legal Rule ML Legal Rule Markup Language OASIS
2013 ODRS Open Data Rights Statement Vocabulary Dodds
2014 LDR 2.0 Linked Data Rights v2.0 Rodriguez, Poveda-Villalon, Suarez & Gomez
2015 ODRL 2.1 Open Digital Rights Language v2.1 Ww3cC
2015 MPEG-21 CEL MPEG-21 Contract Expression Language The Moving Picture Experts Group
2015 MPEG-21 MPEG-21 Cmedia Contract Ontology The Moving Picture Experts Group
MCO
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