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Abstract: Cybersecurity is one of the key aspects of cyber-governance. There is no way of maintaining 
an eff ective state administration without proper cybersecurity measures. A relatively new way 
of strengthening overall cybersecurity of the Union is the widespread use of the cybersecurity 
certifi cation. The certifi cation procedures are now primarily focused on products, but that will 
probably shift in the future. Instead of ever-evolving products, there shall be certifi cation pro-
cedures for services, processes and maybe even for the entities themselves. Even though there 
are no foundations for this idea to evolve yet, the qualifi cation frameworks could possibly pre-
sent a solution to this predicament, a fi rst step of defi ning the future schematic requirements. 
In this article, I present the possible future for the certifi cation systems and emphasize the 
importance of the qualifi cation frameworks as the prerequisite for the entities-stage of cyber-
security certifi cation.

1. Introduction
The COVID-19 pandemic forced many of so far offl  ine-based subjects into the cyberspace. Many of these 
subjects had little to no knowledge of cybersecurity and were severely unprepared for the challenges of the 
online environment. To make things even more challenging, the lockdowns issued by the governments cut 
many of the monetary streams of these subjects down. They had no cybersecurity to speak of and almost 
no funds to spare, many of these subjects were literally fi ghting for their future. In this environment, it is 
not surprising that cybercrime fl ourished (which can be demonstrated on the warning of the Czech National 
Cybersecurity Agency, see National Cyber and Information Security Agency, 2020). With no intention of 
diminishing the horrors of the cybercrime against these subjects, the real danger during the pandemic lies 
with the cyberattacks against the critical information infrastructure. Since the end of the year 2019, we have 
witnessed an unprecedented number of cyberattacks against hospitals and other parts of the critical infras-
tructure not only in the Czech Republic but all over the European Union (which led even to a call out against 
China, see Cerulus, 2020).
In the Czech Republic, one of the most serious cyberattacks was mounted against the Rudolph and Stephanie 
Regional Hospital in Benešov on December 11, 2019, so even before the COVID lockdown (National Cyber 
and Information Security Agency, 2020). The situation worsened since then, there was even a successful at-
tack against the University Hospital Brno, one of the greatest hospitals in the republic, and the NCSA issued 
a warning for all hospitals (National Cyber and Information Security Agency, 2020).
The Benešov attack began with the spear-phishing campaign mounted via the botnet Emotet, proceeded by an 
infection of the network by malware Trickbot, which was possibly leaching personal medical data out of the 
hospital, and ended with the use of ransomware Ryuk. That encrypted almost all of the hospital data and ef-
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fectively froze the entire hospital, the central medical point for almost 400 000 people (National Cyber and In-
formation Security Agency, 2020). The infrastructure of the attacked hospital was recovering for three weeks 
and the hospital reported a loss of more than 2 million EUR (Annual Report for Business Year 2019, 2020).
The attack vector of this particular aggression showed several great weaknesses of the existing system, at least 
in the Czech Republic. Firstly – the Benešov Hospital was not an obliged entity (it was too small to pass the 
criteria) under the Czech Act on Cybersecurity1 and therefore was not obliged to implement any cybersecurity 
precautions, so the technologies used were not as resilient as they should have been according to the risks the 
hospital faced. That is mostly by a grotesque lack of fi nances for cybersecurity (all over the state administra-
tion) and a sad lack of understanding of how important the cybersecurity is and how to implement suffi  cient 
precautions. And secondly – there is an astounding lack of cybersecurity experts on the market (Muncaster, 
2019). This is a serious risk, not only for hospitals and the obliged entities but for the state administration as 
well, because these subjects cannot off er such sweet deals to the cybersecurity experts as a private sector can.
The failure of the cybersecurity in Benešov and many others had three parts. First – the technologies, the 
products. The products used in the hospital were in many cases nowhere near cyber secure, they were not 
updated, they were not separated, etc. That can be in future remedied by extending the reach of the Czech 
Act on Cybersecurity/NIS directive2 and by using certifi ed cybersecurity technologies. Many of the attacks 
all over the Union might be partly caused by the fragmented approach to the NIS obligations, specifi cally the 
identifi cation of the obliged entities.3 This is about to change as the NIS directive 2.0 approaches (Boratynski, 
2020). The NIS 2.0 should remake the baseline for the obliged entities as well as the obligations (e.g., the 
supply chain security), especially for some of the smaller bodies (Haid & Schneider, 2020). The Commission 
clearly fi ghts for even more united and more complex cybersecurity approach and there are several areas (e.g., 
said supply chain security) in an overlay with the matter of Cybersecurity Act4, i.e., the certifi cation activities. 
This makes for a more holistic and feasible framework for the obliged entities once it is all up and running 
because they shall have an obligation as well as the means to fulfi l this obligation. All of this shall greatly 
improve the cybersecurity in the Union. But it is not enough. Extending the reach of the NIS and other com-
pliance obligations as well as using certifi ed products is commendable, but the cybersecurity is not only about 
the products, about the “building blocks”. Even a certifi ed product can be undone by the unsecured network, 
lack of security processes or by people. Especially people (Malatji et al., 2020).
Products, processes (and services), and people. These three aspects are the parts of the most cybersecurity 
failures, the Benešov incident included (S , 2017). These three are the core of the cybersecurity 
focus or at least should be (S , 2017). As Sivasankaran aptly states, the omnipresent preference of 
product-focus and trust in technologies in cybersecurity is often its own undoing (S , 2017). By 
the way of example – even if I have the unpickable lock, it would all be for nought if the doors could be easily 
broken or the person operating the lock could not lock it. And the perpetrators always choose the easiest way. 
If the doors are impenetrable, they may be getting in through the wall. But why bother when there are always 
people who can let them in?
There is a sad but often simple truth in the cybersecurity fi eld – the fl esh is weaker than the machine. It 
is confi rmed by the prevalent popularity of the social engineering techniques, spear phishing and phishing 
campaigns as well as e.g., the report of Kaspersky lab (Understanding Security of the Cloud, 2019), where 

1 The (Czech) Act no. 181/2014 Coll., the Cybersecurity Act.
2 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common 

level of security of network and information systems across the Union.
3 Even though this may not be the case in Czechia as the Czech Act on Cybersecurity is even stricter and reaches further than the NIS 

directive dictates.
4 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency 

for Cybersecurity) and on information and communications technology cybersecurity certifi cation and repealing Regulation (EU) No 
526/2013 (Cybersecurity Act).



305

The Cybersecurity Qualifi cations as the Prerequisite for the Cybersecurity Certifi cation of Entities

an alarming number of corporate breaches in the cloud is caused by the social engineering techniques. It is 
therefore obvious, that the product-focus can never be enough.

2. The Cybersecurity Act and the Certifi cation Framework
The cybersecurity certifi cation is a relatively unknown form of compliance procedure (at least in some mem-
ber states, the Czechia included), during which a third, unbiased party – certifi cation body – assesses fulfi lm-
ent of cybersecurity criteria, usually formulated in a standard or a certifi cation scheme, of the assessed object/
technology of the manufacturer. In case of passing the assessment, the certifi cation body issues a certifi cate, 
proving to anybody that this technology was subjected to and passed the tests, increasing trust in relevant 
technology in turn (generally speaking). For a long time, the certifi cation legislation and procedures were 
fragmented all over the Union, some states (e.g., France) using developed certifi cation systems and capacities, 
other almost ignorant of the fact these procedures exist at all (e.g., the Czech Republic). Not only was this 
a higgledy-piggledy chaos for anyone who wanted to navigate their way in the legal requirements, but there 
was also a matter of a cross-border non-recognition of the certifi cates. If a manufacturer got a certifi cate in 
France according to the French rules, it meant nothing in the (e.g.) Great Britain and vice versa. In this case, 
the manufacturer who wanted to sell his products in multiple member states had to undergo several of the cer-
tifi cation procedures (which are usually really demanding, both in time and fi nances required). That excluded 
many of the SMEs from enjoying the benefi ts of the single market.
A rather new piece of legislation called the Cybersecurity Act (Regulation of the EU) is the new hope for 
the cybersecurity market of the Union. It introduces a revolutionary unitary framework for cybersecurity 
certifi cation of products, services and processes with certifi cates universally recognized all over the EU. The 
Commission in close cooperation with ENISA and other stakeholder groups are working on fi lling this fra-
mework up with schemes for specifi c technologies (e.g., as of January 2021, there are preparatory works on 
a scheme based on the Common Criteria system and another focusing on the cloud technologies underway).5

3. Winds of change
The Cybersecurity Act is not fully operational yet. The Framework shall enter into force in June 20216 and a 
lot is going on right now. The fi rst of the key documents of the Framework, the Union Rolling Work Program-
me for Cybersecurity Certifi cation, which should draw up the image of the certifi cation system, capabilities 
and even of the cybersecurity certifi cation market itself, is being prepared and Masaryk University due to the 
membership in SCCG, an advisory body to the ENISA, has access to the draft of the Programme.
The Programme itself indicates several areas of interest for future certifi cation activities. The fi rst one and the 
corresponding candidate scheme is now entirely sure – the so-called EUCC. The Common Criteria system 
“takeover”, it should serve as a basis for the substantial and high assurance level-certifi cation of cybersecurity 
in products, such as in the Common Criteria system and under the rules of CC (although changed a bit). It 
shall not be used as a certifi cation scheme for standard users and consumers as it does not allow for the con-
formity self-assessment procedure nor the certifi cation on the basic assurance level. For these purposes, the 
Commission plans to use the Lightweight Evaluation Scheme (also for products). Also, the IoT products are 
to be excluded from this and shall have their own certifi cation scheme (in my opinion because there will not 
be only product-based certifi cations in the IoT scheme but also the certifi cation of some of the processes or 
services connected to the IoT).

5 The Union Rolling Work Programme is still not published, but you can see the candidate scheme EUCC here: 
6 According to Article 69 of the Cybersecurity Act, but I partially expect the COVID-19 pandemic made such a huge impact, there shall 

be a delay. E.g., the Union Rolling Work Programme should have been issued in June 2020 and to this day (4.1.2021) it still was not.
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The Common Criteria system is a stable and relatively old certifi cation system (P , 2014). As such, it 
has a lot of problems. For once it does not allow for certifi cation of anything else but products. Then the cer-
tifi cation procedure is costly and lengthy. Only higher assurance levels really matter, and these are costly and 
not internationally fully recognized (P , 2014). The protection profi les are sometimes defi ned using ad 
hoc criteria, not specifi ed enough, not secure either, so there is a valid question if these are really trustworthy. 
There are errors in the implementation of security mechanisms, there are national security interests in play 
(P , 2014). But probably the biggest problem of them all is the maintenance problem. There are prob-
lems with the context changes, with new-vulnerabilities management, with patch management, with keeping 
the pace with the ever-evolving world of technologies and it is not a race that can be won in the long run 
(P , 2014). There shall be an ever-growing gap between the standardization and the technology level 
itself due to the lengthy and bureaucratic procedures of standards and schemes approval. The standards and 
schemes shall be more and more obsolete and the certifi cation according to them more and more futile. The 
Cybersecurity Act and the EUCC aim to counter some of these problems, but ultimately, even they are going 
to fail (the approval of the fi rst two schemes under the Framework began after the approval of the Cybersecu-
rity Act – 2019 – and as of January 2021, there is only the fi rst version of the EUCC published).
Not only because of this but also because of the above-mentioned need for the further-than-products ap-
proach, the oncoming candidate schemes of the Framework are going to shift the focus from the products to 
the services and processes, which shall be more resilient to the maintenance problem, more holistic and more 
complex. The obliged entities shall not be obliged to certify each new cybersecurity product, to wait several 
months for a new certifi cate, to solve (somehow) obsolete schemes etc. This shift presents a possible change 
from many separate certifi cations to a few complex and holistic ones. It might be possible to even certify the 
cybersecurity of entire “ecosystems” and not just a few solutions.
The fi rst example is the cloud services candidate scheme7. There is also a talk of supply chain candidate scheme 
which will probably be among the processes-certifi cation schemes together with the ISMS (Information Se-
curity Management System) scheme.
From the point of view of the obliged entity, the certifi cations of services and processes are a much better 
solution for they need to undergo fewer certifi cation procedures and it shall be probably easier to manage the 
certifi cates and keep them updated (the patch management included). It shall be probably even more secure. 
But even this solution is not resistant to the problems mentioned above (Understanding Security of the Cloud, 
2019). We might try to change the bureaucracy behind the certifi cation schemes for it to be much faster, much 
more fl exible, but I doubt that we could fully counter the eff ects of the delay-gap as well as the over-com-
plexity of the certifi cation market, even if we were successful (P , 2014). ENISA, Commission and 
other stakeholders are doing their best, but as I watch the preparatory works of the certifi cation framework, 
this outcome might be eventually unavoidable.8 Also, there is a danger in making the schemes more abstract 
and more easily manageable for the certifi cation apparatus – the certifi cation procedures itself would become 
more uncertain and implementation complex for the obliged entities. It essentially shifts the costs, does not 
eradicate them.

3.1. One step more?
Hypothetically, there is one more step on this certifi cation staircase, one that would require the entities to 
undergo even fewer procedures. One that could bundle up the separate procedures and services together (e.g., 
secure manufacturing, ISMS, secure R&D or secure supply chain) and would off er probably much more ho-

7 As of January 2021, it is yet to be published.
8 We shall see how the implementation of the Framework processes and services schemes goes after all the Commission and ENISA 

are trying to do something that was never done on this scale before.
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listic approach. Not to certify “the building blocks”, nor the process of “building”, but to certify the “builders” 
themselves. This idea is a music of a distant future and no silver bullet, nevertheless, could be the one outcome 
the certifi cation Framework will ultimately produce.
It is not possible to evaluate people and entities in the same way as one can technologies as of yet. The whole 
system would have to evolve, the whole thinking would have to become much more fl exible then now. But in 
my point of view, because of the problems with the upkeep of the standards systems, with the schemes, this 
might counter the problem and at the same time evaluate the cybersecurity in even more complex and holistic 
way. The certifi cate would essentially prove, that the entity itself is trustworthy, that they uphold some level of 
security in their activities, that they have implemented reasonable precautions, they have the necessary know-
ledge, codes of conduct, their products, services and processes in use are secure up to the level of certifi cation.

4. The Confusion
There exist some certifi cation services for people, e.g., the cybersecurity experts (K. M. M , 2015). 
The state of aff airs brings to mind the situation of cybersecurity certifi cation of products only a short while 
ago. Fragmented, numerous initiatives made by mostly a private sector with an unclear terminology, diff e-
rent requirements, diff erent approaches and diff erent goals (K. M. M , 2015). The methodologies of 
the certifi cation systems similar to products, services and processes are almost non-existent (K. M. M , 
2015). If there is to be a certifi cation of entities one day, it should stem from the united terminology, united 
requirements, united methodology and all of that can start by clarifi cation and unifi cation of understanding 
who cybersecurity professionals are and what they do (F , 2021). This is but a fragment of the market 
potentially interested by the certifi cation of entities, but it may prove to be a good starting point because sol-
ving the confusion in the matter of cyber-qualifi cations could provide united foundations for the scheme-level 
requirements for these experts (R , 2020). Yes, it might not be always specifi c, always clear, but we could 
start there and move forward. Now? There is nothing. Even the term “cybersecurity” shifts its meaning ac-
cording to who we are talking to – lawyer, programmer, cybersecurity manager, high-level business manager 
etc. (R , 2020).
If we want to make a certifi cation scheme for any of the cybersecurity professionals, it is unacceptable to not 
know who the professional is, what he is supposed to do and what he is supposed to know. And there is no 
united framework for this in the whole Union. In Czechia, the obliged entities often have no idea who they 
are looking for (especially the state administration) and how to assess if the professional is worthy. They just 
want to be secure often oblivious to the meaning of the term itself.
The lack of the so-called qualifi cation framework causes diffi  culties with education because the schools do 
not know how to produce said experts.9 (Newhouse et al., 2017). How can one defi ne a scheme when no one 
can say, what should be the abilities, knowledge, and skills of the ideal cybersecurity graduate (Rowe et al., 
2011)? E.g., in Czechia, there is only a handful of higher education possibilities concerning the cybersecurity 
topic (Cybersecurity Higher Education Database, 2020). There is a severe communication failure of the 
market itself (Ryerse, 2020).

4.1. Qualifi cation Frameworks
The situation is not so hopeless as it might seem. There are no universal qualifi cation frameworks in Europe 
as of yet, but there are several national attempts for a framework (Czechia included) and of course SPARTA 
(G -S , 2019; SPARTA, 2019). The qualifi cation frameworks are applicable throughout the sys-

9 The qualifi cation frameworks are described as a “taxonomy and a common lexicon that describes cybersecurity work and workers 
irrespective of where or for whom the work is performed“ (Newhouse et al., 2017) for a reason.
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tem (both public and private sphere, CERT teams of nuclear plants as well as the private contractors), for they 
simply state which work role should have what abilities, knowledge and skills (Newhouse et al., 2017). This 
makes it a lot easier for the demand-side of the market (e.g. the governments) to formulate their requirements 
and evaluate the candidates through the references to the specifi c roles of cybersecurity qualifi cations and to 
formulate it realistically on top of that. That, in turn, allows the education institutions to react, to create the 
educational plans, study programs and academic qualifi cations and training courses that correspond with the 
needs of the market and are attractive for the potential students in turn (De Paoli et al., 2014; Joint Task Force 
on Cybersecurity Education, 2018; K. M. M , 2015; Rowe et al., 2011). It adds a certain degree of clarity 
to the mix and might cause the infl ux of students into the cybersecurity, if only because of the great demand 
and rather good fi nancial state of aff airs. All of that should lead to strengthening the overall state of cyber-
security in the Union (M , 2019).
As I mentioned above, there are several promising projects (e.g., SPARTA – González-Sancho, 2019; SPARTA, 
2019) striving to create a functioning framework. Even Czechia is working on its national cybersecurity qua-
lifi cations framework, which would essentially be the implementation of the ENISA‘s SPARTA-activities. 
This framework is based on the NIST‘s NICE (National Initiative for Cybersecurity Education) framework 
(Newhouse et al., 2017), which defi nes individual skills, abilities, knowledge, and tasks (e.g., the knowledge 
of cryptography) and connects them into the “Competencies” group. These “competencies” are then used to 
describe the relevant work roles, which are also hierarchically organized into categories and speciality areas 
(Newhouse et al., 2017). The level of detail and robustness makes the NICE framework almost an ideal source 
of inspiration for the European frameworks and also, for the idea of the certifi cation of entities. The ENISA 
qualifi cation activities as well as e.g., the Czech national qualifi cation framework could in the future easily 
serve as the basis of relevant certifi cation schemes, as the sets of security requirements.

5. Conclusion
The cybersecurity certifi cation is a fascinating way of evaluating compliance and strengthening the over-
all cybersecurity level of the Union. But there are inevitable and serious problems with the standards and 
schemes creation and upkeep, which may seriously aff ect the obliged entities all over the Union and the 
certifi cation framework as a whole. The resulting shift from the products-based certifi cation to services and 
processes might eventually progress even further – to the certifi cation of entities. That might create an even 
more complex and more holistic approach to the cybersecurity certifi cation and minimize the related burdens 
of the obliged entities.
The cyber-qualifi cations might prove to be an ideal starting point for creating the methodology and united 
terminology for this system, but fi rst, it is needed to unite/create the cyber-qualifi cation frameworks themsel-
ves and to clarify the confusion.
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