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Abstract: In the past 25 years, legal thought has considerably evolved. Traditional narratives have

been supplemented by other visions, which are driven by technological innovation. In those
latter perspectives, social regulation is the result of a complex process in which information
technology embodies a crucial factor, as well as does legislation. In this contribution we
address, according to such a perspective, the problem of the “request to intervene” in the
so-called “Industry 4.0”. Firstly, we provide a theoretical model, centred on the concept
of technological design, overarching the current relationship between law and technology,
individual and society, moral values, and quality standards. Secondly, we examine how de-
sign, according to such a model, can shape the interaction between humans and machines,
bringing new means of social control, especially in critical conditions. Furthermore, we di-
scuss the problems emerging in industrial production, where most of the current “disruptive

technologies” are deployed.

1. Introduction!

Law is an artefact, or a technology that, like many others, is an expression of human nature and, as such, has
evolved throughout the course of the existence of the human genre. Like other current technologies — com-
puter science and genetics, in particular — it has undergone an exponential acceleration in recent years. The-
refore, even in the legal realm, arises a fundamental question which can be tackled from a twofold perspec-
tive, theoretical and practical: how the interaction between technologies and human beings can be properly
designed. This is not an effortless challenge because, since different technologies are combined in the market

uptake, it is difficult to evaluate the social impact of each one.

This contribution is the result of joint research of the co-authors. Individual contributions can be attributed as follows: Federico
Costantini, paragraphs 1 and 2; Lorenzo Genna, paragraph 3, Giuseppe Parisi, paragraph 4.
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1.1. 100 years of legal thought, 25 years of IRIS: between history and historicism

Over the last century, legal thought has consistently re-shaped and intertwined the three main traditional
narratives based on the concepts of ethical value, formal rule, or social practice. In the first sense, an example
could be found in John Finnis, who reframed the human rights as a set of principles engraved in the natural
order of Being?; of the second perspective, we can remember Hans Kelsen, who famously proposed a ‘pure’
theory of law, formulated by separating from the legal content the logical fabric of the law, divided between
prescription and sanction?; in a third way, it is noticeable Eugen Ehrlick with his idea of law as a direct ex-
pression of the interests embodied in social ties*.

Fifty years ago, legal scholars adopted the theoretical model of cybernetics®. According to this perspective,
the idea of ‘autopoiesis’ has been conjugated to describe the social interactions involving both legal system®
and constitutional interpretation’. This approach determined a consistent leap from the tradition, being based
on the abstract concept of “information”, which, since then, has flooded in many different social sciences®.
More recently, 25 years ago — for the sake of celebration, let’s say, at the beginning of the IRIS-era — a further
step was made, due to the widespread deployment of ICTs. In the well-known RENO/ACLU ruling of 1997°,
the US Supreme Court qualified the Internet as “a wholly new media”, uncapping Pandora’s box of claims for
the redefinition of traditional legal categories in such a context. This has been the wake of cyberlaw, an historical
moment when the capacity of ICTs to enable and to regulate forms of aggregation ignited discussion among dif-
ferent perspectives. Some claimed that “virtual communities” were to be considered a new kind of society, tech-
nology itself being an intrinsic normative force — here comes the motto “code is law”!? — while others qualified
technology as an irrepressible component of every legal provision — the “lex informatica” — even outside virtual
communities'!. Lastly, there were those who fought against these new ideas, perpetuating traditional beliefs'?.
Today, the advent of Distributed Ledger Technologies — with the vision of the “lex cryptographia”'3 — has
confirmed that it is possible to explore the legal realm towards new territory where society and technology are
not opposed, but integrated. According to this view it can be argued that law is no longer based only on trusted
human relations'#, but also on trust — less “rough consensus”, since it relies directly on how technologies are
engineered, deployed, and used. Consequently, legal regulation becomes a matter of design both in a social
and in a technological sense.

1.2. Technological design and human-machine interaction: the problem of “request to
intervene”

In general terms, the close relationship — or better, the overlap — between law and technology requires refra-

ming the concept of law, and the abovementioned narratives qualifying legal regulation in terms of ethical

values, formal rules, and social practises. This applies both at a collective or even global level — as a matter of
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institutional governance, it could be said — and at an individual level, in the interaction of human beings with
their technological devices. Such issues seem urgent when related to artificial intelligence (henceforth, Al),
whose social impact is of enormous scale and with unpredictable consequences'.

In this contribution we address the topic of technological design of human interaction with Al, providing an
up-to-date overview focused on the legal issues concerning the “request to intervene”. The first part describes
the ideal context in which the discussion takes place — the role of technological design in the relationship bet-
ween values, rules, and practises — and the different theories on ethics of technology, mainly Value Sensitive
Design (VSD) and Responsible Research and Innovation (RRI). In the second part we discuss the legitimacy
and the conditions under which the control of a system can be transferred from individuals to artificial agents,
and back. In the third part, previous conclusions are put into the context of “industry 4.0 to test their validity.

2. The central role of technological design

The tripartite narrative of legal thought can be reformulated in the light of the recent “Philosophy of Infor-
mation”!, which puts forward cybernetics’ achievements. In this sense, it is useful to take up the three different
conjugations of information, “information as reality”, “information about reality” and “information for reality”
— which stemmed from previous studies'” — and associate the first with the formal validity of the rules, the

second with the values contained in them and the third with their social effectiveness.

Consequently, we can draw a conceptual model in which each of these versions of the concept of “informa-
tion” corresponds to a specific dimension. To the vector named “information as reality”, which concerns in
general the formal validity of rules, we can place law and technology. This represents how these two compo-
nents integrate each other in determining the way in which masses and individuals are conditioned.

On the level of ‘information about reality’, i.e. ethical values, we can place ethics — obviously — but also to the
industrial standards (ISO standards, technological certifications, quality marks) in which technological design
incorporates values in order to operationalize them. This applies, as far as our contribution is concerned, to the
future European “Al Law”'®, according to which the ethicality of an algorithm will not be a purely substan-
tive issue, but a procedural one, since it will have to be subject not only to a validation process before being
introduced in the market, but also to constant monitoring during its use.

On the level of “information for reality”, i.e. effectiveness, it is placed the relationship between the individual
and the social group (family, workplace, or, in general, the legal system to which one belongs). This is where
the problem of the political legitimacy of public institutions arises and operates the inner drive motivating
individuals to abide with social rules. In the light of “philosophy of information”, law is configured here as
“information for reality”, since it is essentially conceived as a command or a set of practical instructions.
Technological design can be placed at the intersection of these three vectors. Indeed, any artefact, whether
tangible or intangible, is not neutral, but reflects values, rules, and social practises in each context. Design,
in this sense, can be qualified as an expression of human creativity limited by a set of variables defined in a
higher level of complexity'®.

See among many contributions COECKELBERGH, Al Ethics, The MIT Press, Cambridge (MA), 2020, DigNum, Responsible Artificial
Intelligence. How to Develop and Use Al in a Responsible Way, Springer, Cham, 2019.
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Figure 1: Law, technological design and information

To define how technological design can be implemented, it is crucial to shed light on the twenty-years-long
discussion concerning the concrete ways of incorporating values into the use of artefacts®. On this regard it
is noteworthy that the best-known methodologies, such as Value Sensitive Design (VSD)?! and Responsible
Research and Innovation (RRI)??, have recently been further developed to include Al technologies??. Despite
the results accomplished by these approaches in drawing a consistent methodology, experts raise several con-
cerns, the most relevant of which are the risk of arbitrariness in the choice of values to be axiomatized?*, the
difficulty of translating the proposed requirements into practice, them being formulated in a too general and
abstract a manner, the need to distinguish “engineering ethics” and “machine ethics”, and the consequent dis-
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Information Technology, 23, 1, 2018, 17-21.
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putable qualification of Al as a moral agent only in the presence of true autonomy?°. In the background of this
debate is placed the main concern of Al governance, i.e. the consideration of the technological impact from an
ethical, political and social point of view, which therefore concerns not only labour law and the protection of
personal data, but also other disciplines such as consumer law and competition law?°.

3. Technological design and the problem of the “request to intervene”

The “request to intervene” is a fundamental concept in the interaction between autonomous systems and
humans, which is located at level 3 of autonomy as defined both by Levels of Human Control Abstraction
(LHCA)?” and by SAE?3. Despite the general agreement on this assumption, currently there is a lively discus-
sion concerning how it can be implemented whenever it involves a decision requiring a trade-off between
values, especially if includes human physical integrity. In this section, we focus on three aspects: (1) the
design of the interface, (2) the training required to the human operator for a risk-free interaction and (3) the
allocation of responsibility.

Concerning the first aspect, it has to be clarified that the “request to intervene” comes with an autonomous sys-
tem. More precisely, it depends on the inability of the system to manage events outside its Operational Design
Domain (ODD). Therefore, due to this incapacity, an intervention by an external agent — the human controller,
in this case — is required to generate the interaction with the environment. In this sense, the first design choice
is therefore the one that leads to the fundamental setting of the ODD. This choice defines the basic setting
and profoundly influences structural and functional requirements of the system, hence its working conditions.
More precisely, ODD is a combination of several design choices: (1) social and political factors, including
social acceptance and trust in technologies® , (2) legal requirements and (3) engineering standards. This syn-
thesis encompasses both the degree of automation (“how much” automation is expected) and the processes to
be automated (“what” to automate).

The second aspect, namely the training of the human operator, is deeply connected to the first. Only after a
thorough analysis of the interaction of the device with its environment and the development of an efficient
interface, can a human operator be trained to handle the request for intervention. Therefore, training can be
considered as a continuous process of adaptation of the human to the machine aimed at balancing a task with
its intrinsic level of risk, provided that a risk-free scenario is impossible to achieve. In this sense, the learning
process® needs to be balanced balance with what is called “deskilling” which is related to an excess of trust
in the autonomous system’!. In this respect, legal and technical design play a key role, since they not only
have to establish the ODD, as seen above, but also how the human is expected to cope with the transmission

25 According to Moor, artificial Agents should be divided into four classes, see Moor, The Nature, Importance, and Difficulty of

Machine Ethics, in IEEE Intelligent Systems, 21, 4, 2006, 18-21.
20 EITEL-PORTER, Beyond the promise: implementing ethical Al, in Al and Ethics, 1, 1, 2020, 73-80.
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operator. It spans from level 1, in which operator controls each aspect of the system, to level 5, in which operator enters pre-launch
mission goals and the system operates independently and autonomously. LHCA level 3 is named “parametric control’. In it, para-
meters are inserted by the human operator inputs parameters while the system is expected to comply with using its sensors and
algorithms. The oversight — and its consequent responsibility — is maintained by the operator, JOHNSON/MILLER/RUSNOCK/JACQUES,
A framework for understanding automation in terms of levels of human control abstraction, in IEEE International Conference on
Systems, Man and Cybernetics (SMC), Banff, AB, 2017, 1145-1150, doi: 10.1109/SMC.2017.8122766.
Taxonomy and Definitions for Terms Related to Driving Automation Systems for On-Road Motor Vehicles, see SHI/GASSER/SEECK/
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of authority on the processes controlled®2. Specifically, they determine: (1) how the handover has to be done,
(2) what training the human controller has to receive, (3) the trade-off among many interests and values at stake.
The third aspect regards the liability in the “request of intervene” in the occurrence of failures of the system,
commonly due to “bugs”, human error, or both. Anyway, of course it can be said that risks are a by-product of
every human activity, yet it is possible to separate “bugs” or errors that are unavoidable from those who are
not, and therefore find grounds suitable to assing liability.

Therefore, the main challenge in the design of “request to intervene”, is to avoid the targeting of autonomous

agents as easy scapegoats for human errors* 34

, as well as to circumvent the “moral crumple zone™**, namely the
cases when the human operator is wrongly held responsible. In this sense, it is crucial for legislators to define
a proper strategy of Al governance to protect human beings while implementing future-proof regulations

without hindering technological innovation.

4. Industry 4.0, Machine Vision and Artificial Intelligence

The expression “Industry 4.0” is quite new. At the Hanover Fair in 2011, the term “Industry 4.0” was popula-
rized for the first time. Curiously, it was created to define the upcoming industrial revolution, that being the
first time that a revolution had been defined before its happening. Such a paradox is only apparent, since our
societies are increasingly aware of the effects of technological innovation, especially about speed of changes,
scale of impact, depth of transformation®®. Furthermore, reports from the World Economy Forum (WEF)
show that this set of technologies will be crucial in addressing current needs of reducing energy consumption
and increasing environmental sustainability of current industrial production. In this respect, many Countries
have already adopted specific strategies to pursue these goals®’, likewise the European Union is rooting on
them to foster the economic growth and the resilience of the internal market after the COVID19 pandemic?®.
The social impact expected from the advent of Industry 4.0 is still under scrutiny, although experts agree that
it is useful to consider some crucial factors, which are esteemed to be even more pivotal when the pandemic
will end and hopefully investments will return to flow regularly?®.

First, the impact of automation on the labour market is still uncertain. International competition and low la-
bour costs require a strategy aimed at obtaining the best results with the savviest use of resources. Companies
are re-inventing their business models and strategies to increase automation, augmented communication, and
self-monitoring. Hence, they are planning to deploy systems that can diagnose their limits and blockages
without human intervention.

32 INAGAKI/THOMAS, A critique of the SAE conditional driving automation definition, and analyses of options for improvement, Cogni-
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Secondly, the need to develop strategic public-private partnership to foster digital innovation. Since it is still
unknown the impact of an increasingly complex industrial model, where humans and machines combine their
efforts, it is not enough to create just monitoring software, but it is important to develop shared strategies to
steer the transition to Industry 4.0 in a sustainable way.

Third aspect: total quality and safety. Incredibly, in many industries some activities carried out for the quality
control are entrusted to workers that are required to check semi-finished or finished products even for long
working shifts. In past steel industry, for example, workers had to get close to burning metal to detect and
report any defect, so exposing themselves even to deadly risks. Implementing quality industrial control was
meant not only for marketing a valuable product, but also to monitor the manufacturing processes, hence an
imperfection of the final product can reveal malfunctions that can put workers at risk. With current informa-
tion technologies it is possible to implement automated quality control systems, enabling a proactive approach
which prevents failures in the workflow, as well as allows real-time data exchange with the productive eco-
system.

The importance of these three aspects combined can be exemplified by considering the deployment of ma-
chine vision and artificial intelligence in “Industry 4.0”. Indeed, when implementing Al-supported machine
vision systems in an industrial plant, it’s essential to seed it into an IoT platform*’ that allows human workfor-
ce to monitor — even remotely — the manufacturing processes and supports the analysis of the data generated
by machines. In this sense, these functions are greatly simplified if the interfaces are intuitive, flexible, and
usable. Of course, it can be claimed that human oversight can be easily replaced by artificial agents especially
in repetitive tasks, which are more likely to be afflicted by human errors due to operator fatigue. In this sense
it can be said that cases the monitoring tasks, which ordinarily are performed by human operators, become
integrated directly into the system.

In this scenario, the concept of “work” needs to be reframed. Notably, sociologist Neil Postman, who studied
the changes in language related to the modification induced by each new technology*!, argues that today
“work” certainly has a different meaning than in the past. Indeed, through the introduction of automation sys-
tems and Al into industries, many repetitive, dangerous, or demanding jobs have been delegated to machines.
These are activities in which workers are required to classify objects, count them, or check for flaws. It is
known that the introduction of these systems has been interpreted by some as a threat to work; this pheno-

menon is called “neo-luddism”*

and it expresses a sense of rejection for machines, seen as a threat to their
workplaces. But, counting iron bars in a dangerous plant is perhaps an activity that makes sense to still be
performed by humans?* The displacement of workers, however, should not be seen just as a side effect of
the development of autonomous systems, but a primary challenge to be addressed by a proper Al governance
strategy, which goes beyond the simplistic approach summarized in this acronym HABA-MABA (“Humans
are better at/Machines are better at”) which has based many initiatives until today**.

Therefore, “Industry 4.0 is paradigmatic of the many challenges and opportunities raised by technological
design. As Baumer and Silberman argue: “Being skeptical about technology does not mean rejecting it” but
“the argument here is that when we do build things, we should engage in a critical, reflective dialog about
how and why these things are built’®. Indeed, if it is true that the purpose of manufacturers is to produce

40
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marketable products which can articulate an ecosystem of services, the adoption of autonomous system can
relieve humans from physical threats and increase productivity, hence it is an opportunity that should be
considered with favour.

Concluding on this topic, it could be argued that “Industry 4.0” is not the destination of technological pro-
gress, but a further step towards the unknown and, furthermore, a concept intrinsically limited. In 2019 Gerd
Leonhard introduced the neologism “androrithm”° to indicate everything that cannot be converted into al-
gorithms, which means the activities in which humanity has a unique and irreplaceable value, as a sign of a
civilized and evolved society free from those activities that can be performed by machines. We should become
aware that just because fortunately machines will respond to most human productive needs, humanity will
have to rethink its role in the universe and perhaps also understand that without human consumption and
needs, production has no meaning*’. Human resources are the most valuable asset in any working context and
can be used for purposes that are more satisfying for workers and more interesting for companies, being able
to eliminate mortifying jobs that do not express the value of workers. This is not a loss but a real achievement
only if we are able to discuss the true meaning of the word “work”.

5. Conclusions

The “request to intervene” epitomises, under a practical perspective, the theoretical issue of balancing human
needs and Al potentials which recently have been widespread as “Human-centric AI”. Paradoxically, at the
centre of the model here proposed it is placed not the figure of a human being, but an abstract concept such as
that of design. This is somehow truth-revealing, since it represents the current risks of replacement of humans
by Al, which can be considered the most advanced form of creativity artefact ever created.

According to such a perspective, we can argue that, among the many challenges to be faced in the coming ye-
ars, the most crucial is to adopt Al technologies not to replicate passively current industrial mass-production,
but to re-invent economic models to optimise sustainability in a proactive way. This is the most important
challenge for Al governance. Therefore, it should be clear, at least in the academic debate, that social accep-
tance and trust in technology are indeed crucial factors, although they should neither be confused nor traded
with the respect of fundamental rights and individual freedoms. The re-invention of the concept of “work”, in
this sense, is an unavoidable consequence, which would likely require a long period of adaptation and even
new technological solutions, during which it is important not to miss its inevitable link with human dignity.

46 See: https://www.futuristgerd.com/2016/09/what-are-androrithms/.
47 FERRARIS, Documanita, Editori Laterza, Roma, 2021.
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